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CIIMCOK MCHOJIb3YEMBIX COKPAIIIEHUI

ANC ABTOMaTH3UpOBaHHAs HH(OPMAIIMOHHAS CUCTEMA
APM ABTOMAaTU3MPOBAHHOE Pab0Yee MECTO

AC ABTOMAaTU3MpPOBaHHASI CUCTEMA

b/l baza nanunix

BTCC BcerniomorarenbHble TEXHUYECKUE CPEACTBA M CUCTEMBI
BUYBC BuprtyanpHas yacTHas BBIYMCIUTENBHAS CETh

ECK[J Enunas cucteMa KOHCTPYKTOPCKOW TOKYMEHTALUN
ECII Ennnas cucrema nmporpaMMHOM JOKYMEHTALIMHU
ECTUI Enunas cucrema TeXHOJIOTHYECKOU TOKYMEHTAMN
3U 3ammTa “HPOpMaluu

311 3anmiaeMoe oMelIeHUe

b HNudopmarronHas 6€30macHOCTb

HUTKC HNHpopmalimoHHO -TENIEKOMMYHHUKAIIHOHHAS CHCTEMA
K3 KonTpommpyemas 30Ha

KC3U KowmrmekcHas cucteMa 3aiuThl HHOOPMAaIHH

JIBC JlokanbHas BBIYUCIATENbHAS CETh

HCI HecaHKIIMOHUPOBAHHBIN JOCTYII

OBU (Olb) Obecnieuenne 6€30MacHOCTH HH(POPMaLUU

OTCC OCHOBHBIE TEXHUYECKHUE CPEICTBA M CUCTEMBI

[1O0 [IporpammHoe oOecrieueHne

[1C IIporpamMmmusble cpencTaa

PJI PykoBoasmmi fOKyMeHT

C31UHCUI Cuctema 3anmtsl nuadopmaruu ot HCJI

CK31 CpenctBo kpunrorpapuieckoi 3ammThl THGOPMAIIH
CIlg Cucrema nepegavu JaHHBIX

CIIO CrienanbHOE MPOTpaMMHOE 0OecTieueHue

CTK Cuctema TeIeKOMMYHHKAIIWN;

CYbJ Cuctema ynpapieHusi 6a3amMu JaHHBIX

TII TexHu4yecKkun mpoeKT

TT Texunueckue TpedOBaHUs

VI Y 10CTOBEPSIIONIMEI LIEHTP

®Cb Poccun DdenepanbHas ciryk6a 6e3omacHocTr Poccun
OCTOK ®depnepanbHas CIyxk0a 0 TEXHUYECKOMY U AKCIIEPTHOMY
Poccun KoHTpoJro Poccun

DI DJiekTpoHHasI U(PPOBast MO IMUCH

OCHOBHBIE TEPMHUHBI 1 OIIPEIEJIEHUA

AYTEHTU®UKAIIUSA - mpoBepka NPUHALICKHOCTH CYOBEKTY JOCTyma
MPEABSIBICHHOTO UM UICHTU(DUKATOPA; TIOATBEPIKIECHHUE IO JIMHHOCTH.
AIMUHUCTPATOP 3ALHIUTHI - cyObekT nocTyna, OTBETCTBEHHBIN 3a 3aILUTY

aBTOMAaTH3UPOBAHHOW CUCTEMBI OT HECAHKIIMOHUPOBAHHOTO JOCTYTA K MHPOpMaIH
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BE3OINACHOCTDb HH® OPMAIINMU -cocTostHHE 3alMIIEHHOCTH HH(OPMALIIH,
oOpabarbiBaeMOi CpeAcTBaMHU BBIYHMCIIUTEHHOM TEXHUKH 170171
aBTOMAaTU3MPOBAHHOM CUCTEMBI, OT BHYTPEHHUX WJIM BHEITHUX yTPO3.
BCIHOMOTI'ATEJIBHBIE TEXHUYECKHUE CPEACTBA U CUCTEMBI -
TEXHUYECKHE CPEICTBA M CUCTEMBI, HE IPeIHA3HAYCHHBIE I Tiepeaadu, 00paboTku
W XpaHEHHWs KOH(PHUICHUMAIbHOW HH(POpMAIUU, pa3MeEIlaeMble COBMECTHO C
OCHOBHBIMU TEXHMYECKUMHU CPEICTBAMH M CHUCTEMaMU WM B 3alUIIAEMbIX
MOMEIIECHUSAX

JOCTYII K HH®OPMAIINMU - o3HakomiieHue ¢ uapopmaiueii, ee 00padboTka, B
YaCTHOCTHU, KOIIMPOBAHUE, MOJUDUKAIMS UM YHUUTOXKEHNE HHPOPMALHH.
SAIIIUTA THO®OPMAILIUA (3U) - neaTenbHOCTD M0 NPEAOTBPAILICHUIO YTEUKH
3allMIaeMoil  MHpOpMalMM, HECAaHKUMOHUPOBAHHBIX M  HENpEIHAMEPEHHbIX
BO3JIeHCTBUI HAa HH(OPMAITHIO.

3AIIIATA OT HECAHKIHMOHUPOBAHHOI'O JTOCTYIIA - nesaTenbHOCTS,
HamnpaBJICHHas] Ha MPEJOTBpAIICHUE MOJydyeHUs: MHPOPMALIUK 3aUHTEPECOBAHHBIM
CcyOBbeKTOM (WM BO3JEHCTBUSA HA MH(OPMALMIO) C HAPYIIEHUEM YCTaHOBJIEHHBIX
MpaB WM TPaBUIL.

SAIMIMAEMASA UHOOPMAILUSA - undopmaniys, SBISIOMIASICS MTPEAMETOM
COOCTBEHHOCTH U MOAJIKAIIAs 3aIIUTE B COOTBETCTBUU C TPEOOBAHUSMHU ITPABOBBIX
JOKYMEHTOB WM  TpeOOBaHUSIMH, YCTAHABIMBAEMBIMU  COOCTBEHHHKOM
nHpopManum.

SAIIIMIITAEMBIE IMOMEIIIEHUS - IMOMEILICHUS, CHenranbHO
MpeAHAa3HAYeHHbIE  [JJIs1  NPOBEACHHS  KOH(PUACHLUUAIbHBIX  MEPONPHUSITUIA
(coBemanuii, 00CyX1€eHUM, KOH(DEPEHIIHI, TEPErOBOPOB U T.11.).
SAIMMIIEHHOE CPEJACTBO BBIYMCJIUTEJIBHONH TEXHUKH
GAIIMIIEHHASA ABTOMATHU3UPOBAHHAA CUCTEMA) - cpenctso
BBIYUCIIUTEIbHOM TEXHUKH (aBTOMATU3UPOBAHHAS CUCTEMA), B KOTOPOU pealn30BaH
KOMILJIEKC CPEICTB 3ALUTHI.

NHOOPMAIIMOHHBIE PECYPCHBI - otnenbHble JOKYMEHTBI U OTJICNIbHBIC
MacCHBBI JOKYMEHTOB, TOKYMEHTBl 1 MAacCHBBI JOKYyMEHTOB B MH(GOPMAIIMOHHBIX
cucreMax (OuOmmoTekax, apxuBax, (oHgax, OaHKaX [aHHBIX, JAPYIUX
UH(OPMAIMOHHBIX CUCTEMAX )

NIEHTU®UKAIIUSA - mpucBoeHne cyObekTaM W 00BEKTaM JTOCTYyIA
uaeHTuukaropa u (WIM) CpPaBHEHUE TMPEABSABISIEMOr0 HICHTU(UKATOpA C
NepeyHeM NPUCBOEHHBIX UIEHTU(UKATOPOB.

NAEHTUOUKATOP JOCTVYIIA - yHuKalbHbIN IpU3HAK CyOBEKTa U 00bEKTA
JOCTYyIA.

KOMIUVIEKC CPEIACTB 3AIIUTBI - COBOKYHHOCTh NPOrpaMMHBIX U
TEXHUYECKUX CPENICTB, CO3/1aBaeMasi 1 NOAiepKuBaeMast 111 00eCTeuEHUs 3alUTh
CPEACTB BBIYHCIUTEIBHON TEXHUKM WJIM AaBTOMATU3UPOBAHHBIX CHUCTEM OT
HECAHKIIMOHUPOBAHHOI'0 AOCTyIa K MHPOPMAIHH.

KOHTPOJIMPYEMAS 30HA - npocTtpaHcTBO (TEppHUTOpHs, 3/1aHHUE, YaCTh
3/1aHHs1), B KOTOPOM UCKIIFOUEHO HEKOHTPOJIMPYEMOE MPEObIBAHUE COTPYIHUKOB U
MOCETUTENIEW OPraHU3allly, a TAK)KE TPAHCIIOPTHBIX CPEACTB.
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KOH®UAEHIUAJIBHAA NH®OPMAILUSA - undopmaius ¢ orpaHU4eHHbIM
JOCTYIIOM, HE COJeprKallasi CBEJECHUI, COCTABISIONIMX IOCYIapCTBEHHYIO TaliHYy,
JOCTYI K KOTOPOH OTPaHMYMBACTCS B COOTBETCTBHHM C 3aKOHOJIATEIIhCTBOM
Poccuiickon Penepanun

HECAHKIIMOHUPOBAHHBINA JOCTYIH - goctyn K WHGOPMAIUH HIH
JeCTBUS ¢ MH(pOpMaIMel, Hapyllalolpe MpaBuiia pa3rpaHUueHHs] JOCTYyNa C
UCIIOJIb30BAaHMEM  INTAaTHBIX  CPEICTB,  MPEAOCTABISIEMBIX  CPEIACTBAMHU
BBIYHMCIIUTENIHHOM TEXHUKH WM aBTOMATU3UPOBAHHBIMU CUCTEMaMHU.
HAPYHIIUTEJIb TIPABWI PA3I'PAHUYEHUA JOCTVYIIA - cyObekr
J0CTYyIa, OCYILECTBIIS IO HECAHKLIMOHUPOBAHHbIH 10CTYII K MH(POPMALHH.
OBBEKT JOCTYINA @ - eIMHUIIA uHDOpPMAIIMOHHOTO  pecypca
aBTOMAaTH3UPOBAHHOU CUCTEMBI, JOCTYI K KOTOPOU PErJIaMEHTUPYETCSI TIPaBUIIAMH
pa3rpaHuyeHus 10CTYTIA.

OPTAHMBAIIMA 3AHIUMTBI MTHO®OOPMAIIUU - copaepxaHWe W TOPSAOK
JeiicTBUM 10 00ecTieueHHIO 3aIUThl HH()OpMaIUu

OCHOBHBIE TEXHUYECKHUE CPEACTBA U CUCTEMBI - Texuuueckue
CpencTBa M CUCTEMBI, a TAK)KE€ UX KOMMYHHKAIIUHU, UCTIOJIb3yeMbIe IIs1 00paboTKy,
XpaHeHUs U nepeaadn KoHQUIeHIIMaTbHO N HHPOpMAIH

HHAPOJIb - unentudukatop cyobekra JOCTYIa, KOTOPHIN ABIETCS €ro (CyOheKTa)
CEKpETOM.

CUCTEMA PA3IPAHNYEHUSA JOCTYVYIIA - COBOKYMHOCTh pealu3yeMbIX
NpaBWI Pa3TPAHUYCHUS JOCTYNA B CPEIACTBAX BBIYHCIUTEIHLHOW TEXHUKU WU
aBTOMAaTH3UPOBAHHBIX CUCTEMAX

CAHKIIMOHUPOBAHHBIN JJOCTYII K MHO®OPMAIIMU - nmoctyn K
nH(pOpMaLMK, HE HAPYILIAIOIIMI MpaBuiia pa3rpaHuyeHus 10CTYIa.
CEPTUD®UKAT 3AIIUTBI - J0KyMEHT, YAOCTOBEPSIOUIMNA COOTBETCTBUE
CpENCTBa BBIYUCIUTEIbHON TEXHUKU WM aBTOMATU3MPOBAHHOM CHCTEMBI HabOpy
OTIPEIENICHHBIX TPEeOOBAaHUI MO 3alUTe OT HECAHKIIMOHUPOBAHHOTO JIOCTYyMa K
uHOpMALlMU U JAIOUMKA MpaBO pa3pabOTUMKYy Ha MCIOIb30BaHUE U (WIIN)
pactpoCcTpaHEHUE UX KaK 3alIUIIICHHBIX.

CUCTEMA 3AIIUTHI NH®OPMAIIUU oT
HECAHKIIMOHUPOBAHHOI'O AOCTYIIA - KOMIUIEKC OpraHU3allMOHHBIX
MEp U NPOrpaMMHO-TEXHHYECKUX (B TOM YHUCJE KPUNTOrpapUuecKHX) CPEICTB
3aUTBI  OT  HECAHKIIMOHMPOBAaHHOT'O  JIOCTyma K  WHpOpManuud B
ABTOMAaTU3UPOBAHHBIX CHCTEMAX.

CPEJACTBO 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTI'O JOCTYVYIIA -
NpOrpaMMHOE, TEXHHYECKOE WM  MPOTPAMMHO-TEXHHUYECKOE  CPEACTBO,
MpeAHa3HAYeHHOE JJI1 TPENOTBPAIICHUS WIA CYUIECTBEHHOIO 3aTpyIHEHUS
HECAaHKLIMOHUPOBAHHOTO 10CTYyIA.

CPEJCTBO KPUITOTPA®UYECKOMN 3AIIUTHI MHO®OPMAIIUU -
peaTM3YIONIME AITOPUTMBI KPUITOTpapUIECKOTo MpeoOpazoBaHus HWHPOPMAIH
anmaparHbie, MPOTPAMMHBIE M aNlapaTHO-TIPOTpaMMHbBIC CPENCTBA, CHCTEMBl U
KOMIUIEKCHI, TMpeIHAa3HaYCHHbIE IJIs 3aluThl HH(OpMAIMU, 00ecTIeYynBaIoIIe
6e3omacHoCTh nH(pOpMaIu pu ee 00paboTKe, XpaHEHUH U Tepeaayde Mo KaHajaam



CBSI3H.
CYBBEKT JOCTYIA - muumo wi [pouecc, JIEeUCTBUS  KOTOPOro
peryiaMeHTUPYIOTCS MPaBUIaMH pa3TpaHUYEHUs JOCTYTIA.

HEJJOCTHOCTb HWH®OPMAIIMMU - yCcTOMYMBOCT, MHpOpMALMU K
HECAHKIIMOHUPOBAHHOMY WJIM CJIy4alHOMY BO3JCHCTBUI0O Ha Hee B IIpolLecce
00pabOTKH TEXHUYECKUMHU CPEACTBAMHU, PE3yJbTaTOM KOTOPOTO MOXKET OBITh
YHUUTOXKEHHUE U UCKaKEHHE MH(OPMAIUH.



1. OBIME MOJIOKEHUS

1.1. Ha3Hauenue Konuenuuu

Hacrtosmass Konneniust omnpenenser CUCTEMY B3IJISJ0B Ha MpoOIeMy
obecTieueHrs KOMIUIEKCHOM 0€30MacHOCTH HH(POPMAIINH U yCTaHABIMBACT TOPSIIOK
OpraHW3alMi W TpaBwiIa oOecriedeHus HHPOPMAIMOHHONW O€30MacHOCTH B
MYHUITUTAILHOM YUPEKJICHUU TOMOJHUTEILHOTO oOpa3zoBaHus «JloM merckoro
TBOpPUYECTBAY (Jlajiee - YUpexKICHUE), pacupenesieHue PyHKINI U OTBETCTBEHHOCTU
3a oOecrieueHrne MHOOPMANMOHHON OE30MaCHOCTH MEXKAY MOApa3JacICHUIMH H
COTPYAHUKAMH YUpEKIACHUS, TpeOOBaHUS 110 MHGOPMAIMOHHOW 0€30TIaCHOCTH K
WHOOPMAIIMOHHBIM CPEACTBAM, MPUMEHAEMBbIM B YupexaeHus. JloKymeHT
pencTaBisieT cO00M METOA0JIOTMYECKYIO OCHOBY ISl pa3padOTKU U pealn3auuu
KOMIIJICKCHBIX IEJIEBBIX MIPOTpaMM 00eCTICUeHHS 3alUThl H(POPMAITIH Ha 00hEKTax
uHOpMaTH3aIN YUPEKICHHS.

1.2. Cd¢epa npumerHenus Konuenmuu

TpedoBanus HacTosimelr Konuenuuu oOsi3aTenbHbl A1 BCEX CTPYKTYPHBIX
MOIPA3IETIEHUN Y YPEKICHUS U paCIIPOCTPAHSIFOTCS Ha:

- aBTOMAaTH3UPOBAHHBIE CUCTEMBI Y UPEIKICHUS;

CpEACTBA TEIEKOMMYHUKALIU;
MTOMEILICHUS;
COTPYJHHUKOB YUpPEXKICHUS.

BuyTpennne  TOKyMeHTHl  YUpEXKIEHHS, 3aTparuBarollie€  BOTPOCHI,
paccMarpuBaeMble B JIaHHOM JOKYMEHTE, JOJDKHBI pa3padaThIBaThCS C y4E€TOM
noJjioxkeHuit KoHIenum u He mpOTUBOPEYUTH UM.

1.3. IlpaBoBasi ocHoBa Konuenuuu

IIpaBoByro ocHOBY KOHIIETIIIMK COCTaBIISIIOT:

- Kouctutynus Poccutickoi @enepanuuy;

- @enepanbHblii 3aK0H «O 6e3omacHoCcTHY 0T 28.12.2010 No 390-D3;

- ®denepanbHbIil 3aK0H «O cBsi3m» 0T 07.07.2003 Ne 126-D3;

- @enepaibHbIil 3ak0H «O KoMMepueckol TaiiHe» oT 29.07.2004 No 98-

@3;

- @enepanbHbli  3ak0H  «O0  uHbopManmu, HUHPOPMALMOHHBIX
TEXHOJIOTHUSX U 0 3amuTe nHpopmarmm» ot 26.07.2006 Ne 149-D3;

- Jloktpuna mHpOpMaIMoOHHON Oe3omacHocTH Poccmiickoit deneparn,
yrBepxkaeHa [Ipesunentom Poccutickoit @eneparuu 09.09.2000 [1p-1895;

- CrnenmanbHbie TpeOOBaHUS U PEKOMEHJIAIMH 110 TEXHUYECKOU 3aImTe
koHpunenmansHoi uabopmarmu (CTP-K), ['octexkomuccust Poccun, 2002r.

- ®denepalibHbIN 3aK0H «O MEpCOHATBHBIX JaHHBIX» OT 27.07.06 No 152-
@d3 (B pen. ot 27.07.2011);

- TOCT P HUCO/MBK 17799-2005. HudpopmanmoHHAs TEXHOJIOTHS.
[IpakTrueckue mnpaBuia yrpaBieHus HWHPOPMAIMOHHONW 0e30macHOCThIO" (YTB.
[Ipukazom Poctexperymupoanus ot 29.12.2005 N 447-cT)

- JIpyrue 3aKOHOJaTeNbHBbIC aKThl, PYKOBOISAIINE W HOPMATHBHO -



8

MeTonueckue JoKyMmMeHTbl Poccuiickoii @enepauuu B o0sacTH oOecriedeHus
nHOOPMAIMOHHOM 0€30ITaCHOCTH.

1.4. Ileau n3agadyu obecnevyeHns 0€30NacCHOCTH HHPoOPMAIMHU

['maBHas uenp odbecrnedenus: 6€30MacHOCTH HHPOPMALIMH, HUPKYJIUPYIOILIEH B
Yupexaenus, - peamm3anus NOJOKEHUN 3aKOHOHATENbHBIX aKTOB Poccuiickomn
®denepany 1 HOPMaTUBHBIX TPEOOBAHUH 110 3aUTe UH(POPMAITUK OTPAHUUYECHHOTO
JOCTyTa (J1ajiee 1Mo TeKCTY - KOH(PUICHINATLHOM WK 3allUIIaeMoil HHPpOpMaIum)
U TpenoTBpalieHue yuiepba B pe3ynbTare pasriallieHus, yTpaThbl, YTEUKH,
UCKOKEHUS W YHUUYTOXCHHS WH(POpMAIMH, €€ HE3aKOHHOTO HCIOJIb30BaHUSA U
HapylieHuss  paboThl  MH(POPMAIMOHHO TEJICKOMMYHHUKAIIMOHHONW ~ CHCTEMBI
YupexeHus.

OCHOBHBIMHU LIEIAMH 00ecTieueHnst 0€3011aCHOCTH MH(OPMALUH SIBIISIIOTCS:

- MpeaOTBpAaIlCHUE YTEUKH, XUIICHHUS, UCKKEHHUSI, TIOIIeTIKU UH()OpMAaITnH,
HAPKYJIUPYIOWIECH B YUPEKICHUS,

- TMPEIOTBpAalllEHUE HAPYIICHUH MpaB JIMYHOCTU KIMEHTOB HA COXpPAaHEHUE
KOH(puaeHMaTsHOCTH nHGopMarmu, nupkynupytomei B UTKC Yupexnenus;

- MpeIoTBpallleHUE HEeCAHKIIMOHWPOBAHHBIX JNCUCTBUM MO OJIOKHPOBAHHUIO
uHbopMaINH;

OcHOBHBIMH 33Ja4aMu 0OecTiedeHus1 0€30T1aCHOCTH HHGOPMALIUU SIBIISTIOTCS:

- COOTBETCTBHE IMOJIOKECHUSAM 3aKOHOJATEIbHBIX aKTOB W HOPMATHBHBIM
TpeOOBaHMSIM TI0 3aIUTe HHDOPMAITUH;

- CBOEBPEMEHHOE BBISIBIICHHE, OLIEHKa M MPOTHO3UPOBAHUE MCTOYHUKOB
yrpo3 UHPOPMaIMOHHON 0€30MaCHOCTH, MPUYUH U YCJIOBUM, CIOCOOCTBYIOIIMX
HaHeCEeHWIO ymepOa uHTEepecaM YUPESKICHHUS, HAPYIICHUIO HOPMAaIbHOTO
dbyukmmonupoBanus u pazsutus UTKC Yupexaenus;

- CO3/IaHM€ MEXaHU3Ma OIEpaTUBHOTO pEarupoBaHUs HAa  YTPO3BI
UHPOPMAITMOHHOW 0€30MacHOCTH U HETaTHBHBIE TEHJCHIIMM B CHUCTEME
UHGOPMAITMOHHBIX O THOIIICHHUH;

- 3¢ deKTUBHOE IpeceyeHrne  HE3aKOHHBIX  IOCATATeIhCTB  HA
UHGOPMAIIMOHHBIE PECYpPChl, TEXHMYECKHUE CpelcTBa U HHPOPMAIMOHHbBIC
TEXHOJIOTUM, B TOM YHUCJIE C HCIOJb30BAHHEM OPraHU3alMOHHO-IIPABOBBIX U
TEXHUYECKUX MEP M CPEACTB 3aIUTH HH(GOPMAITIH;

- CO3/IaHME€ YCJIOBUW MJI1 MaKCHMaJIbHO BO3MOKHOTO BO3MEIICHUS U
JOKaM3allid HAaHOCHUMOTO MHTEpecaM YupexaeHus yiiepOa HenpaBOMEpPHBIMU
IEHUCTBUSIMU (PU3MUECKHX U IOPUINY €CKUX JIUII, OCTIa0JIeHUE HEraTUBHOTO BIIMSHUS
Y JIMKBUIAINS TTOCTICICTBUI Hap yIIeHHsI UH()OPMAITMOHHOM 0€30TIaCHOCTH;

- pa3paboTKaHOPMATHUBHO-TTPABOBOM 0a3bl obOecrieueHus
uHGOPMAIIMOHHOW 0€30MacHOCTH, KOOPAWHAIMS ACSITENbHOCTH TMOApPa3/IeiIeHHi
VYupexaeHus o 00ecreueHmIo 3aMThl UHHOpMaIIHH;

- pa3BUTHE CHUCTEMBI 3aIlIUTHI, COBEPIIICHCTBOBAHUE €€ OpraHu3aIliH, GopM,
METOJIOB M CPEICTB MPENOTBpAIICHUS, MAPUPOBAHUSA U HEUTpaIU3aIllMd YIrpo3
uHGOPMAIIMOHHOW 6€30MMaCHOCTH U IMKBUIAIIM U TTOCIICICTBUM €€ HapyIICHNUS,

- CO3JlaHHMEe W TMPUMEHEHHE 3alUIICHHBIX HH()OPMAIMOHHBIX 0OHEKTOB H
AVC, nentpoB 00paboTku 3anmiaeMoil nHpopMaIuy;



9

- Pa3BUTHUE U COBEPIICHCTBOBAHUE 3AILUIICHHOTO IOPUANYECKH 3HAUMMOIO
ANIEKTPOHHOTO JOKYMEHTOO00pOoTa.

- CO3JaHH€ MEXAaHU3MOB, OOECNEYMBAOLUMX KOHTPOJb  CHUCTEMBI
UHGOPMAIIMOHHOW 0€30MacHOCTM W TapaHTUU JOCTOBEPHOCTH BBINIOJHEHUS
YCTaHOBJIEHHBIX TPeOOBaHM HHPOPMAITMOHHOM 0€30aCHOCTH

- CO3JIaHME MEXaHHW3MOB VIIPaBJICHHUS CHCTEMOW HHMOPMAIIUMOHHON
0e30ITaCHOCTH;
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2. OBBEKTBI3AIIIUTHI

2.1. OO0beKkTaMM 3aIUTHI YUpesKIeHUs sIBJISIOTCA:

- uHGOPMAIMOHHBIE PECYPCHI;

- CcpelcTBau CUCTEMbI 00pabOTKK HHGOPMAIIHH;

- CpEeICcTBa M CUCTEMBI 3alUThl UHPOPMALIMH, B T.4. KPUNTOrpadhudecKoi
3aIMThl HHGOPMALIUY;

- MOMEIEHU WM OOBEKThl, MpeIHA3HAYCHHbIE Il BEIEHUS 3aKpbIThIX

NIEPETOBOPOB.
2.2. HudopManuoHHbIE pecypchl YUpe:KIeHust
Ilon nHGOPMAITMOHHBIMH pecypcamMu B YUpexKICHUS

MMOHUMAIOTCSI COBOKYIMTHOCTH CBEICHHUM B AJIEKTPOHHOM M OymMakHOM BHje (Oa3a
JIAaHHBIX, AJIGKTpOHHasE OWOJMOTEKa, peecTp, KamacTp, GOHI, apXuB W APYyrue

BU/IBI nHGOPMALIMOHHBIX MacCHBOB), MoJ1/IepKUBaeMbIe
IpOrpaMMHO-TEXHUY €CKUMHU CpeacTBaMH aBTOMAaTH3UPOBAHHOU
uHbOpMAIMOHHOW cucTemMbl. MHbOpMaIIMOHHBIE PecypChl MPENCTABISIOT COOOM
XpaHWINIA JaHHBIX, U3 KOTOPOTO IYyTEM CHEHHAIM3UPOBAHHON 00pabOTKU
MOJIb30BATENIO MPEAOCTaBIsAETCS UHDOPMAIMA HA SJIEKTPOHHBIX WM OyMa)KHBIX
HOCHUTEIISIX, B TOM YHCJIC B BUJI€ OTICIbHBIX (parMeHTOB 0a3 JTaHHBIX, OTYETOB U

CIIPABOK.
TexHoJIOTn4ecKoil 0CHOBOUM (hopMHUpoBaHUsS MHPOPMAIMOHHBIX PECYPCOB
SIBJISIETCS MPOTPAMMHO-TEXHUYECKasI cpena aBTOMAaTU3UPOBAHHBIX

UH(GOPMAIIMOHHBIX CUCTEM, UCTIONB3yEMBIX B Y UP XK ICHHS

Hcnonb3yembie B MHOOPMAIMOHHBIX CUCTEMAX YUPEXKIECHUS TEXHOJIOTUU
B3aUMOIUCTBUS TPU 00PadOTKE MHPOPMAIIMOHHBIX PECYPCOB BKIIOUAOT:

- AMEKTPOHHYIO OYTY (poToKoIel SMTP 1 IMAP);

- SIICKTPOHHBIN 00MeH daitmamu (mpoTokoi FTP);

- oOMeH (hailziaMu Ha MarHUTHBIX HOCUTENSIX B opmare XML;

- Web-noctyn k pecypcam cetu (mpotokosiet HT TP/HTTPS/HTML);

- TEXHOJIOTHIO0 TEPMUHAIBHOTO JOCTYTIA JAJIs1 B3aUMOIEUCTBUS C
yaaleHHBIMU 110JIb30BaTess (mpotokoa RDP);

OcHosHblM ucmouyHukom vHGOpMAIMU I HAMOJHEHUS TEPBUYHBIX 0a3
nanHbix WTKC sBisiloTcs DOKYMEHTBI M COOOILEHMS, MOCTYMAIOUME OT
CTPYKTYPHBIX IMOAPA3AECICHAN YUPEKIECHUSA U BHEIIIHUX OPTaHU3alUN.

Nudopmanmonnoe u (QyHKnuoHATEHOE B3ammojehcteue y3imoB WTKC
VYupexxaeHust OCylIecTBIISIETCS HA OCHOBE MHTETPUPOBAHHBIX (JIOTUYECKU €TUHBIX)
0a3 maHHBIX, 00ECTICUNBAIOIIUX JOKHOCTHBIX JIML CTPYKTYPHBIX MOpa3ieleHUN
VYupexnenus Tpedyemoii uHpOpMaIue.

Oomen ungpopmanyueii 0OCynmecTBISICTCS:

- BHYTPH Y3JIOB - IO JIOKAJIbHBIM BEIYMCIUTEIbHBIM CETSM - TPOTPAMMHBIMU
u TexHuueckumu cpeactsamu JIBC B COOTBETCTBMM € TpPaHCIOPTHBIMU
IPOTOKOJIaMU 0OMeHa HHpopMalen Mex 1y abOHEHTaMH;

- wmexnay y3aamu UTKC Yupexnaenus u nHPOpMaAIMOHHBIMU CHCTEMaMU
BHEIIHUX OpraHu3aluil U BEIOMCTB - MO KaHajaM CBA3U (WM HAa MarHUTHBIX
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HOCHUTEIISIX) B COOTBETCTBUU C COTJIAIIEHUSIMU M MPOTOKOJaMH MO OOMEHy
nHOOPpMAITHEH.

Bces undopmanus, xpanumasi, o6padbarbiBaemasi Wiv repeiaBaeMasi B paMkax
noApa3feleHull YUpexaeHus ¢ HCMNOJb30BaHUEM HH(OPMAUUMOHHON CUCTEMBI,
KJIacCU(PUIMpPOBAaHA MO CTENEHW BAXXHOCTH W KPUTHUYHOCTU HA CIEAYIOLIHE
KaTerOpHH.

Konpuaenunaabuass unpopmanus

K  koHpuaeHmuanbHOW  OTHOCHUTCA  HWHGOpPMAIMS,  COCTABIIIOIIAS
KOMMEPYECKYI0 TaiHy, mHbopManusg O (pakTax, COOBITHAX W OOCTOSTEIILCTBAX
YaCTHOM JKMU3HU TpaxKJaHWHA, MO3BOJIAIONIAS HWAECHTUPUIMPOBATH €0 JMYHOCTH
(mepcoHanbHbIE  JIaHHBIE), 3@  MCKIIOYEHUEM  CBEIACHUM,  MOJJIexallux
pacmpoCTpaHEHUI0 B CPEACTBAX MacCOBOM HH(POpPMAIMM B YCTAaHOBJIEHHBIX
denepanbHBIMH 3aKOHAMU CITy4asix, a TAKXKe JIro0ast [pyras 3aKpbiTas nuHGopMmarus,
SABJISIONIAsACS COOCTBEHHOCTHIO Yupexaenus. [Ipu o6padboTke 3Toi nHpopmarmu
HE00X0IMMO cOOMI0AaTh TpeOoBaHu s ““CrielualIbHBIX TPEOOBAHUHN U pEKOMEH Al
no 3ammre HWHQOpPMAIMM C OrpaHUYEHHBIM JOCTYNOM, o0OpabaThiBaeMoil
texuuueckumu cpenctBamu (CTP-K)” ['ocynapcTBeHHOM TEXHUYECKOW KOMHUCCHU
npu IIpesuaente P®, mnonoxenus deneparbHOro 3akoHa «O TNEpPCOHATBHBIX
JAQHHBIX», a TaKXKe MPOYUX HOPMATHBHBIX MPABOBBIX aKTOB, PEraMEHTHP YIOIINX
paboTy ¢ KoH(pHUIEHITHATLHO W HH(DOPMAITHEH.

[lpu xpanenuu, nepeaaue u o0OpabOTKE JaHHOU MHPOPMAIMK HEOOXO0IUMO
00ecTIeunTh MAKCUMAIbHBIN YPOBEHD €€ 3aIIUTHI.

CayxeOHasi uHpopmManus

K cayxeOnoit uHdopmMaimu MOTyT OBITH OTHECEHBI JIHOOBIE CBEICHUS,
OTHOCSIIINECS K JeSITeTHHOCTH NoIpa3ieTIieHu i Yupexnenus,
HECAHKIIMOHUPOBAHHOE PACTPOCTPAHEHHE KOTOPBIX MOMKET TMPHUBECTH K
OTPHIIATEILHBIM SKOHOMHYECKUM, STUYECKUM WM HWHBIM TOCJICACTBUAM IS
Yupexnenus. Xpanenue, oopaboTka M mepenada Takod HHPOpManuu J0DKHA
OCYIIECTBISTHCS B COOTBETCTBUM C TPEOOBAHHUSIMHU HACTOSIIIETO JOKYMEHTA.

Pabouasi ungopmaums

Pabouas nundopmarus BKIIro4aeT B ce0s1 CBEICHUS, UMEIOIIME OTHOIICHUE K
BHYTPEHHEH NEATEIIbHOCTU TOJApa3/IeNeHui YUPEeKICHUS U HE OTHOCSIIUECS K
KOHQUICHIMATBLHON WM cayxeOHoM uHpopmarun. [Ipu xpanenun, nepenade u
00paboTke Tako¥ uHGOPMaITUA HEOOXOIUMO 00ECIIEINTh MaKCUMAaTbHBIN YPOBEHb
e€ IEeNOCTHOCTU M ayTEHTUYHOCTH B COOTBETCTBHUHU C TOJIOKEHUSIMH HACTOSIIIETO
JTOKyMEHTA.

IIpouue BuABLI HHPOPMALIMH
Jlnst mpounx BU10B MHGOPMAIIAY TTOPSTOK XpaHEHUS, TIepeaad 1 00padoTKu
C UCNOJIb30BAHUEM aBTOMATU3UPOBAHHBIX CUCTEM HE PETTIAMEHTUPYETCS.
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2.3. CpeacrtBau cucteMbl 00pad0TKH HHPOPMAIIUH

CpenctBa u cuctemMbl 00paboTKK HHPOpMAIUU Y UPEKICHUS TPEICTABIISIOT
co00lil COBOKYNMHOCTh MPOTPAMMHOTO OOECTEUECHHUS U TEXHUYECKUX CPEeACTB
00palboTKH U niepeadu HHPOpMaLIMHY, a TaKKe cucTeMy TenekommyHukauui (CTK).

Texunueckoe odecnevenue (TO) BKItoUaeT caeayrOnme KOMIOHEHTHI:

- CepBEpPHBIC KOMIUIEKCHI (TIaT(QOPMBI);

- paboyuue CTaHIIMU MO0JIb30BaTENCH;

- TEXHUYECKUE CPEACTBA BBO1a/BbIBOIa HHPOPMALIUU:

- CKaHEephl;

- MPUHTEPHI.

- Cpe/ACTBa XpaHEHUS U apXUBUPOBAHUSA TAHHBIX;

- aKTUBHOE Y TACCUBHOE 000PYI0BaHUE JIOKATbHOM
BhIuncauTenbHOU cetu (JIBC);

- cpencTpa OectiepeOOMHOTO TUTAHMS.

Cucrema tesekommynukammii (CTK), nonnepxuBaer nuHGOpMaIMOHHBINA
0oOMEH MeXIy BHYTpEHHHMMH aOOHEHTaMH W HMH(POPMALUUMOHHBIMU CHCTEMaMU
Yupexnaenus, a Takke HHOOPMAIMOHHYIO CBSI3b C BHEIIHUMH aOoHeHTamu. B
cucreMHoit apxurektype CTK Bbeigenenst creayronme (QyHKIIMOHATbHBIC
MOJICUCTEMBI:

- TpancriopTHAs TOACUCTEMA;

- BenomcTBenHas TeneoHHas CETh;

- [loncucrema yaaneHHOTO 10CTyna K HHPOPMaIMOHHBIM pecypcam;

- [loncucrema 3eKTPOHHOM MOYTHI;

- [Noncuctema cepBucoB riobanbHOM cetu IHTEpHET;

- [loncucrtema ynpasnienusi, MoHuTopuHrau oocmyxuBanust CTK.

B cocTaB mporpamMmMHoro ooecnedenusi THPOPMAIIMOHHBIX CHCTEM BXOISAT:
- 00IIIeCCTEMHOE IPOTPAMMHOE 00ECIICUCHHE;
- crierMaibHoe (IPUKIIATHOE) IPOTPaMMHOE 0OeCTICUeHHE.

Obwecucmemmnoe npocpammHoe odbecnedenue BKIIOYALT B CeO0s:

- CepBEPHBIC U KIIMEHTCKUE OTIEPAIMOHHBIC CUCTEMBI;

- CYB/;

- MaKeThl 0(UCHBIX MPOTPaAMM;

- AHTUBHUPYCHBIE TPOTPAMMBI;

- MaKeThl IPOTPaMM JIJIsl TPYIOBON pPabOThHI

- TEPMHUHAIILHBIC CEPBEPHBIC H KIIMEHTCKHE TIPOTPaMMBI

- CpEACTBAa ICKTPOHHOM IMOYTHI,

- CpencTBa yrpasieHus HHGOPMAIMOHHON O€30MMacHOCThIO;
- Cpe/ICTBa YIIPaBJICHUS U aIMUHUCTPUPOBAHUS CUCTEMOI;

Cneyuanvroe npoepammnoe ooecnedenue (CI1O) sBrsieTCsS COBOKYITHOCTHIO
AHATMTUYECKUX U JIOTUYECKHUX METOJ0B M AJITOPUTMOB, IIPOTPaMM UX pealTu3aIiui,
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OTPAXKAIONIUX CHEHU(PUKY aBTOMATU3UPYEMBIX POIIECCOB U MPETHA3HAYCHHBIX JJIs
o0OecIeueHus eI TeIbHOCTH TOJDKHOCTHBIX JIUI] Y 4P K ACHUS.

24. CpencrTnaodecnevyeHust

Ilon CpeACTBaMHU obecrieueHus YupexaeHus MTOHUMAIOTCS
BCIIOMOTATENIbHBIE HWHKEHEPHO-TEXHUYECKUE CHUCTEMBI, HE YYacTBYIOILIME B
006paboTke nHPOpMaIyK, coaepsKaiieii KOHPUACHITMAIbHbIE CBeeHusI. B o01em
BU/JIE K 3TUM CHCTEMAaM OTHOCSTCS:

- CUCTEMBI AJIEKTPOIUTAHUS U 3a3€MJICHUS O0BEKTOB;

- CHUCTEMBI CBA3H (B€IOMCTBEHHOM, MEXTYTOPOIHEN, TOPOJICKOMH,
BHYTpPEHHEH), HEe IPeIHA3HAUCHHOM 11 3aKPBITHIX IEPErOBOPOB;

- CHUCTEMbI IOKapHOU U OXpaHHOW CUTHAJIM3ALINH;

- AIIEKTPOHHBIE CUCTEMBI KOHTPOJIS U YIIPABJIEHUS JOCTYIIOM Ha
TEPPUTOPHIO U B TIOMEILICHHUS;

- CHUCTEMBbI TPOMKOTOBOPSIIIIEH CBSI3U U OTIOBEIICHUS;

- CHUCTEMbI KOHAUIIMOHUPOBAHUSL, OTOIICHUSI K BO31yXOCHA0XKEHHUSI.

2.5. OObekThHl, MNpeJHA3ZHAYEHHbIE /JIA  BeJdeHHS  3aKPbITHIX
1neperoBopoB

B kadectBe 0OBEKTOB, NPENHA3HAUYCHHBIX [JII BEICHUS 3aKPBITHIX
EPErOBOPOB, HEOOXOIMMO pacCMaTPUBATH CIIEIYIOLME TOMEIIEHUS LEHTPAIbHOIO
anmnapara 1 TeppUTOPHUAIbHBIX OPTaHOB Y UPEKIACHUS:

- KaOWMHETHl PYKOBOJSIIETO COCTaBa, UCTIOJIb3yeMbIe I 00CYKICHUS
KOH(pUIeHIMaTLHON HHGOp ML,

- MOMEIIEHUST [JJIsl TPOBEACHUS COBEIIAHUH U TMEPEroBOPOB IO
KOH(UICHIIUATLHBIM BOTIPOCaM (KOMHATBI IEPErOBOPOB, KOH(DEpeHII3albl );

- ApYyrue MOMEIICHUs, B TOM YHCJIe U TEXHUYECKHUE, B KOTOPBIX MOKET
00Cy)1aThCs KOHPUACHINATbHAsI THPOpMaLHs.
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3. MOJAEJb YI'PO3 BE3OIIACHOCTH HWH®OPMAIIUU B
YYPEKJIEHUN

3.1. OcHoBHble (akTOpbl, BO3JAElCTBYWINHE HA HHGPOPMAIHOHHYIO
0e30MacCHOCTb Y4YpexKIeHus!

OcHOBHBIMM  (hakTOpamMu,  BO3ACHCTBYIOIIMMU Ha  HHPOPMALMOHHYIO
0€30MacHOCTb YUPEKICHUS, IBIISIOTCS:

— Ilpuponnsiii dpakrop. COBOKYNMHOCTH yIrpo3 MPUPOJHOTO XapakTepa,
SIBJIIOIIUXCS CIECTBHEM BO3ACHCTBUS €CTECTBEHHOM HETTPEO10JIMMOM CUITBI (CTHXHUH)
- 3eMJIETPSICEHUS, HABOJHEHUS, METEOPOJIOTUYECKHE KaTaKJIU3Mbl U T.I1., TPUBOISIIIHE

K YCTONYUBOMY HapyLLIECHUIO (YHKIIMOHUPOBAHUS
MH(POPMAIIMOHHBIX U TEIEKOMMYHHUKAIIMOHHBIX PECYPCOB, BIUIOTh /10 UX yTpaThl WU
bu3MUEeCKOTO YHUUTOXKEHHS. BEposITHOCTD onpenensercs CuelupuKoi TeppuTOpHH, Ha
KOTOPOH TUCIOUPYETCS 3aAMIIAEMbI 00HEKT - MHOTOJIETHUMH METEOP OJIOTHY €CKUMU
HaOJIIOJIEHUSIMU, TEOTEKTOHUYECKUMHU JaHHBIMU U JIP.

— Texunorennsiii ¢akTop. COBOKYIHOCTh YIrpO3 UCKYCCTBEHHOI'O XapaKTepa,
BBI3BAHHBIX pE3yJbTaTaMU YEJIOBEYECKOW NEATEIbHOCTH (UMBUIM3ALMU) - TOXKAPBI,
B3PBIBbI, 3aTOIUICHUS, PAaJUWAlMOHHBIE U XMMHYECKHE 3apaKeHHs, IHEPTETUUYECKUE
aBapuu, pa3pelieHne KOMMYHHUKAUH, B TOM YHCJIE - B PE3YIbTaTe TEPPOPHUCTUUECKUX
aKTOB, JUBEPCUI, MACCOBBIN OECIIOPSKOB U BeJICHUS 00EBbBIX JICHCTBUM.

— Cucremsbiil (akTop. Bo3HuKkHOBEHHE Yrpo3bl LETOCTHOCTH MHGOPMALIUU

" (nm) (YHKIIMOHHUP OBAaHUIO nH(GOPMAITMOHHO
TEJIEKOMMYHHUKAIIUOHHBIX CPEICTB, CUCTEM M CeTel B pe3yjibTare OMIMOOK B UX
OPOEKTUPOBAHUM M pa3pabOTKE WIM BO3HUKHOBEHUS BHYTPUCHCTEMHBIX COOEB
(paTanbHBIX OMMOOK) MPU UX HKCILIyaTalliy, B TOM YHCJIE - U3-33 HECOBEPIIIEHCTBA UJIH
KOH(DIMKTOB MPOrpaMMHOTO 0OeCTIeUeHHUs MITH HEUCTIPAaBHOCTH 000D YI0BaHUSI.

— Yenoreueckwuii pakTop. BosHUKHOBEHNE yrp03bI 0€301MacHOCTH UHPOPMAIIH
B pe3yJibTaTe OTCYTCTBUS MPO(ECCUOHATbHBIX HABBIKOB, HEOCTATOYHOM MOITOTOBKH,
XaJaTHOCTH, HEHAJJIKAIIEr0 MCIOJHEHUs O005A3aHHOCTEH WIM 3JI0TO yMBbICIIA
MepCOHAIA, IKCTUTYaTUPYIOIIEro MHPOPMAIMOHHO -TEICKOMMYHUKAIIMOHHBIE CPEICTBA,
CHUCTEMBl M CETH, Pa3pabOTUYHUKOB MPOTPAMMHOT0 OOECTICUCHHS U TOJIb30BATEIEH,
MMEIOLMX JIONMYyCK K MH(pOpMalMd Ha 3aKOHHOM OCHOBaHWM. HapyiueHue npaBui
skcIutyarauuu DBM, Ux cucteM u ceTeil TuamMu, OTBETCTBEHHBIMU 34 3Ty PadoTy.

— Kpumvmunamsseiii paktop. lleneHanpaBieHHOE BHEIIHEE BO3JCHCTBHE Ha
uHGOPMAIIMOHHBIE PECYPChl U MHPOPMAIMOHHO -TEIEKOMMYHHUKAIITHOHHBIE CPEJICTBRA,
CHUCTEMBI U CETH («aTaku», BTOPKEHUs) C LENbI0 YHUUTOXKEHUSI, OJIOKUPOBAHUS WU
KONMpPOBaHUsl HMH(OpMaLMHU, pa3padoTKa U BHEAPEHUE BPEAOHOCHBIX MPOTpaMM
(BUpPYCOB, CUMYJISITOPOB, «TPOSTHCKUX» MPOTPaMM, KIABUATYPHBIX MEPEXBATUMKOB U
Ip.) BHEAPEHUE CIEUUAIbHBIX TEXHUYECKUX CPEACTB JJISl HETJIACHOTO MOJIyYEeHHS
UHGOpMAIIHH.

3.2. ¥Yrpo3bl 6e30nacHOCTH HH(POPMAIUH U MX HCTOYHUKHI

HNuadopmanms, obpadateiBaemas B UTKC Yupexaenus, 1aeT nmoTeHIHATHHYO
BO3MOXHOCTh JJI1 TPOSIBIICHUS Yrpo3 O€30MacCHOCTH, BBI3BAHHBIX JIEWCTBUSIMY,
MpOLECCaMy WM SIBICHUSMH, MPUBOJAIIMMU K HAHECEHUIO yiepOa YupexIeHus.
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[IpenycmarpuBaercs qBa TuNa yrpo3 0€30MacHOCTH:

— CBA3aHHBIE C  yTeuykod  wHpopmamumm  (pa3rjamieHue,  yTeuka,
HECAHKIIMOHUPOBAHHBIH OCTYTI);

—  CBsI3aHHBIE C HECAHKIIMOHUPOBAHHBIM BO3ACHCTBHEM Ha MH(OPMAITUIO U €€
HOCUTENMM (MCKaKEHUE, YHHYTOXKEHHE, KOTHMpPOBaHHE, OJOKHpOBaHHE, yTpaTa, cOoi
(GYHKIIMOHUPOBAaHUS HOCHUTENsT MH(pOpManu, cOOM W OMIMOKM TEXHUKH, OIIMOKH
M0JIb30BaTENeH, MPUPOTHBIC IBJICHUS, APYTHUE CITydaiiHbIe BO3ICUCTBUSA).

OCHOBHBIMHU HCTOYHUKAMH YTPO3 0€30MacHOCTH UH(OPMALINH SBIISIIOTCS:

— Cruxwuitabie: CTuUXuitHbIe 0€ICTBYS, KATAKIIN3 MBI,

—  TexHoreHHble: aBapuu, COOM M OTKa3bl 00OPYMOBaHMS (TEXHUYECKHX
CpEICTB);

—  Ommbxu NpoeKTUPOBaHUS U pa3padoTKu KOMIOHEHTOB AC (anmmapaTHbBIX
CPEACTB, TEXHOJIOTUH 00pab0TKK HHGOPMAITIH, TPOTPAMMHOT0 00ECTICYCHUS U T. 11.);

—  AnTtpomnorennsie: OMMOKHU dKCILTyaTaIHH;

—  Antpomnorenssie: [IpenHamepeHHbIe 1EMCTBUS HAPYIIUTEICH U
3JIOYMBIIIICHHAKOB.

3.3. Kuaaccupuxkauusi cnoco00oB peaju3anum yrpo3 HHGOPMAIHOHHOM
0e30macHOCTH

Yrpo3sl uHGOPMAIIMOHHOW O€30MacHOCTU IO OTHOIICHHUIO K 3alllUIaeMbIM
00BEKTaM MOTYT ObITh Pa3/ICICHbI HA:

—  YIpO3Bbl, CBSI3aHHBIE C IPUMEHEHUEM TEXHUYECKUX CPEACTB;

—  yIPpO3bl, CBA3aHHBIE C NCTIOJIb30BAaHUEM IIPOTPAMMHOTO 00ECTICUEHUS;

—  yIpO3bl, CBSI3aHHBIE C HAPYIIIEHUEM TEXHOJIOTUYECKOTO MpoIiiecca 0OMeHa
JIaHHBIMU;

—  YIpO3bl, CBA3aHHBIE C UCMOJIb30BAHUEM CETEU Mepeayu TAaHHbIX.

111. Ilyrm peanu3auuu HelpeJIHAMEPEHHbIX CY0OBEKTHBHBLIX YIpo3
O0e3onacHocTH HH(popMaLHH

[lonp30Barenu, omepaTopbl, CHUCTEMHBIE AJMUHUCTPATOPhl U COTPYIHUKH,
o0cayXUBaroIme HHPOPMAIIMOHHBIE CUCTEMBI YUPEKICHUS, SIBJSIIOTCS BHYTPEHHUMU
MCTOYHUKAMU CJIy4YailHbIX BO3JIEUCTBHM, T.K. UMEIOT HEMOCPEICTBEHHBIN JOCTYI K
nporeccaM 00paboTKH MHGOPMAIIMK U MOTYT COBEPIIATH HEMIPEIHAMEPEHHBIE OIIHOKU
Y HapyIIeHUs JeHCTBYIOIMX MPaBUII, UHCTPYKLUN U IPOLIETYP.

OcHOBHBIE  MyTH  pealu3aly  HENpeIHAMEPEHHBIX  HMCKYCCTBEHHBIX
(CyOBEKTUBHBIX) yrpo3 MHMOPMAIMOHHOW 0€30TMacHOCTU (IEHCTBUS, COBEPIIIACMbIC
JTIOABMU  CIIy4allHO, 10 HE3HAHWIO, HEBHMMATEIBHOCTH WM XaJATHOCTH, U3
JFOOOTIBITCTBA, HO O€3 3JI0T0 YMBICIA) CIICTYIOIIHE:

- JleficTBUS COTPYIHHUKOB, MPUBOAIIME K YACTUYHOMY WM MOJHOMY OTKa3y
CHUCTEMbl WM HapYUIEHUIO pabOTOCIOCOOHOCTH amnmapaTHbIX WM MPOTPaMMHBIX
CPENCTB: OTKIIOUEHUIO 000PYA0BaHUS T U3MEHEHUIO PEXUMOB PabOThl yCTPOUCTB U
nporpammM; pa3pylieHn0 HH(OOPMALMOHHBIX PECYpPCOB CHUCTEMBI (HEYyMBIILICHHAS
nopua o0OpyJOBaHUS, yJal€HUE, HCKKEHHE NporpaMM WiM (¢ailioB ¢ BaXHON
uH(pOpPMAIMEN, B TOM YHUCJIE CUCTEMHBIX, TOBPEXK/ICHUE KAHAJIOB CBSI3U, HEYMbILIUICHHAA
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nopya Hocurenel nHpopMaluu U T.11.)

- HecaHkuMoOHHWPOBaHHBIN 3aIyCK TEXHOJOTUYECKUX MPOTPaMM, CIIOCOOHBIX
IIPU  HEKOMIIETEHTHOM HCIIOJIb30BAaHWN BBI3BIBATh TOTEPIO PaOOTOCTIOCOOHOCTH
CHUCTEMBI (3aBHCAHMsI WM 3allMKIMBAHUA) WIM OCYUIECTBISIIONIMX HEOoOpaTUMbIe
U3MEHEHUsI B cucTeMe (dopmarupoBaHHWE WIM PECTPYKTYPHU3ALUIO HOCHUTEIEH
nHbopMaIuy, yaaJeHHe JaHHBIX U T.11.)

- HecankunoHupoBaHHOE BHEIPEHUE U KCTI0JIb30BAHNE HEYYTEHHBIX TPOTPaMM
(UrpOBBIX, 00YUAIOIINX, TEXHOJIOTUYECKUX U APYTUX, HE SBISIIOIIMXCS HEOOXO0AUMbIMU
JUTSL BBITIOJTHEHUS COTPYITHUKAMH CBOUX CITYy>KEOHBIX 005S3aHHOCTEH) C IO CIIEAYIOIIM
HE0OOCHOBAHHBIM PACX0I0BAHUEM PECYPCOB (MPOIIECCOPHOTO BPEMEHH, OTIEPATHBHOM
MaMsTH, TaMSTH Ha BHEITHUX HOCUTEISX U T.I1.)

- HenpennamepenHoe 3apaxxeHrne KOMIIbIOTEpA BUPyCaMH

- Pasrnamenue, mepegadya WiaM yTrpara arpuOyTOB pasTpaHUYEHHs JOCTYIA
(maposett, kmodedl umdpoBanus wim O, waCHTH(OUKAIMOHHBIX KapTOUEK,
MPOMYCKOB U T.I1.)

- HNrnopuposanue OpraHu3alMOHHBIX Or'PaHNY CHUN
(YCTaHOBJICHHBIX
MpaBWI) IpHu padoTe B CUCTEME

- HexomMnerenTHoe VICII0JIb30BAHMUE, HaCTpOWKa WIU
HENPaBOMEPHOE

OTKJIFOYEHHE CPEICTB 3aIUTHI IIEPCOHAIOM IT0Ipa3AeicHNs 0€30MacHOCTH
- BBo1 o100 YHBIX JaHHBIX

112. Ilyrm peanu3auuM npeJHAMEPEHHbIX CYOBEKTHBHBIX YIrpo3
0e3onmacHocTH MHPOPMALMHU

OCHOBHbIE BO3MOKHbIE ITyTH YMBIIUIEHHOW J€30praHu3aiun padoThl, BbIBOAA
UHGOPMAIIMOHHBIX CHUCTEM YUPEKIEHUS U3 CTPOs, IPOHUKHOBEHHUS B CHUCTEMY U
HECAaHKLIMOHUPOBAHHOTO JOCTyna K HH(QOpMauuu (C KOPBICTHBIMHM LEISMH, IO
OPUHYKIEHHIO, U3 )KE€TaHUSI OTOMCTHUTH U T.I1.) MOTYT OBITH CJIETYIOIIMMHU:

- @uszuuecKoe pa3pylleHre Ui BbIBO U3 CTPOSI BCEX MM OTAEIbHBIX HanboJiee
BKHBIX KOMIIOHEHTOB aBTOMATU3UPOBAHHON CUCTEMBI (YCTPONCTB, HOCHUTEJICH BaXKHOM
CHUCTEMHOM MH(POPMALIMH, JIUL] U3 YUCJIA IEPCOHANA U T.I1.), OTKJIIOUEHUE WK BBIBOJI U3
CTposi mojacucteM oOecreueHuss (YHKIMOHUPOBAHUSA BBIYUCIUTEIBLHBIX CHUCTEM
(oneKkTponuTaHus, TMHUN CBA3U U T.I1.)

- XuuieHue HocuTenel uHpopmaluu (pacnedyarok, MarHUTHBIX JUCKOB, JIEHT,
MHUKpPOCXEM MaMsTH, 3allOMHHAIMX YyCTpoucTB M wenbix [IOBM), xwuinenue
OPOU3BOJICTBEHHBIX OTXOJOB (pacmedyarok, 3alKceil, CIHCAHHBIX HOCHUTENEN
uHbOpPMAIIH U T.11.)

- HecankunoHupoBaHHOE KONHMPOBAHME HOCUTENEW HWH(OpMalUU, YTEHHUE
OCTaTO4YHON MH(MOPMALMK U3 OMEPATUBHOM MaMSITH M C BHEIIHUX 3alTOMUHAIOIINX
YCTPOWCTB.

- Hcnonb3oBaHue 4yKUX Mpas 1o AocTyny k pecypcam AC ImyTeM HE3aKOHHOIO
NOJIyY€HUE TapoJiel U JIPYTrux PEKBU3UTOB pa3rpaHUYeHHs JOCTyMNa (areHTypHbIM
OyTEM, HCHOJIb3Yys XaJaTHOCTh IMOJIb30BaTeNeil, MyTeM Moa00pa, MyTeM HMHTalUuU
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uHTEepdeiica CUCTEMBI IPOTrPaMMHBIMU 3aKJIaIKAMHU H T. 1. ).

- HecankuuonupoBaHHoe ucnoJsib3oBaHue APM mnoJsib30Bareneid, MMEIOInX
YHUKaIbHbIE (PM3UYECKUE XapaKTEPUCTUKU, TAKHE KaK WMsI pabouel CTaHIIMKM B CETH,
dbuzndeckuii aipec, aipec B CUCTEME CBSI3U U JIPYTHE.

- HecankumnonupoBanHas MoAuGUKAIUS MOPOTPAMMHOTO OOECTICUCHUS -
BHEJIpEHUE MpOorpaMMHBIX ""3akianok” u "BupycoB" ("TpossHCKUX KoHeH'" 1 ">KydkoB"),
TO €CTh TaKMX YYaCTKOB IPOTpaMM, KOTOpPbI€ HE HYXKHBI JJII OCYIICCTBICHHS
3asIBJICHHBIX (DYHKIIMI, HO MO3BOJIAIONIMX MPEO10JIEBATH CUCTEMY 3aIUThI, CKPBITHO U
HE3aKOHHO OCYIIECTBJIATh JOCTYI K CUCTEMHBIM pecypcam C LENbl0 PErucTpaluu u
nepenavyy 3anmiaeMon nHGOPMaIUH WK Ie30pTraHu3anuu GyHKinoHupoBanus AC

- IlepexBar maHHBIX, IepeaBacMbIX 10 KaHAlaM CBSI3H, U UX aHAIU3 C IENIbIO
MOJTYYEHUSI CBEJICHUIA, B TOM YHCJI€ OTPAHUYEHHOT'O PACIPOCTPAHEHUS U BBISICHEHUS
POTOKOJIOB OOMEHa, TPaBWJI BXOXKJEHHUS B CBSA3b W aBTOPH3AIIMU TOJIb30BaTeleH U
MOCJIEAYIOMIUX MOMBITOK UX UMUTALIMH JJIsl TPOHUKHOBEHUS B CUCTEMY

- BwmemarenbctBo B mpoiecc ¢dyHkuumonupoBanus AC cereir  o0uiero
MOJIb30BaHUS C 1IEJIbI0 HECAHKIIMOHUPOBAHHOW MOAMGUKALMU JIAHHBIX, JOCTyNa K
CBEJICHUSIM OTPaHUYECHHOTO PACIpOCTPAHEHHSI, 130 praHn3aIiii paboThl oacucTeM AC
U T.10.

1.1.3. IlyTtu peajmu3anuu HenpeJIHAMEPEHHbIX TEXHOT € HHBIX YT PO3
0e3onacHocTH MHGOPMAINHU

- 3aKyIIKA HECOBEPIICHHBIX, YCTapEBIIMX WM HENEPCIICKTUBHBIX CPEICTB
uHbopMaTU3aAUU U UHPOPMALIMOHHBIX TEXHOJIOTH;

- aBapuu B CUCTEMaX JICKTPOTUTAHUS;

- aBapuM B CHCTEMax OTOIUIEHHsS M BOJOCHAO0>KEHHS B HEMOCPEICTBEHHOM
0JIM30CTHU K TEXHUYECKUM CpecTBaM 00paboTku uH(popManuu;

- HapylICHHE TEMIIEPaTypHOTO pPEXKHMa B TOMEIIEHUSX C KPUTUYECKUM
000pya0BaHUEM (CEPBEPHI, Y3JIbI CBSA3H);

- HEYMBIIUIEHHOE TMOBPEXKJIEHHE BHEUIHUX KaOEIbHBIX CHCTEM CBS3U
CTPOUTENbHBIMU OpraHU3alUAMH, (U3UYECKUMU JIMIAMH H T.I. B pe3yJbTare
MIPOBEAEHUS HECOTJIACOBAHHBIX padOT B MECTaX MPOKIAIKU Kabesneil cBAa3u;

- BO3HUKHOBEHHE TOKapOB B HEMOCPEICTBEHHOW OJIM30CTU K TEXHUYECKUM
cpeacTBaM 00pabOTKK MHGpOPMAIIMK B PE3yIbTaTe HEHCIIPABHOU 3JIEKTPOTIPOBO/IKH,
HEHUCTIPABHBIX  TEXHUYECKUX  CPEICTB, HAPYIICHUS  COTPYAHUKAMHU  IPaBUII
MIPOTUBOTIOKAPHOM 0€30MaCHOCTH.

114 Ilytu peaju3anvu HempeJHAMEPEHHBLIX CTUXHHHBIX Yrpo3
0e3omacHocTH HH(popManu

- Paspymrenue 3maHMid, OTACIBHBIX TIOMCIICHHWA, B KOTOPBIX YCTaHOBJICHBI
TEXHUYECKHE CpeacTBa 00paboTku nHPOpMaILUY, XpaHWIHINA JAaHHBIX B pE3yJbTare
CTUXUIHBIX OeICTBUI (HABOJHEHUH, 3eMJICTPSICEHUI, yparaHoB) B pailoHE pa3MeIeHUs]
00BbeKTa MHpOpMaTH3AIMH Y UPEIKICHUS

- BO3JEUCTBHE aTMOC(EPHOTO 3JEKTPUUECTBA HA TEXHUUYECKUE CPEACTBa
00paboTkn wHPOPMAIMK M CHUCTEMBbI oOecredeHus: (JEKTPONHUTAHUE, OXpaHHasl,
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NO>KapHask CUTHAIM3ALMS U T.11.)
- BO3HUKHOBEHHME CTHXMMHBIX OYaroB TOKapoB (JIECHbIE T[OXapbl) B
HEMOCPEICTBEHHOM 0JIM30CTH OT 00beKTa MHPOPpMATU3AIUH Y UpEKICHUS

14. Kaaccuduxanus HapymmTesieil nHGopMAIMOHHOH 0e30MaCHOCTH
YupexneHus

[Ipn anamuze yrpo3 MH(GOPMAMOHHON 0E€30MAaCHOCTU MCIOJIb3YETCS MOJETb
HapYyIINATESA MO NPU3HAKY NPUHAIICKHOCTH K YUpPEXKAEHUA. B COOTBETCTBHU C 3TON
MOJIENBIO BCE HAPYLINUTENN JEISATCS Ha ABE€ OCHOBHBIE IPYIIIbI: BHYTPEHHHE U BHEIIHNE.

[long BHYTpEHHMMH HapyWMTEISIMH IIOJIPA3yMEBAIOTCS BCE COTPYIHUKH
YupexneHus, IMEIIIME CAHKIIMOHUPOBAHHBIN JOCTYII HA TEPPUTOPHUIO YUPEKICHUS
w Kk pecypcam AC. I1o1 BHEIIHMMU Hap yILIUTESIMU 110 IPa3yMEBAOTCSI BCE OCTAJIbHbIE
JHILIA.

BHyTpeHHUM HapylMTeNIeM MOXKET OBITh JIMIO U3 CJIEIYIOUMX KaTeropui
COTPYAHUKOB:

- MOJIb30BaTENN HH(DOPMALIMOHHBIX PECYPCOB;

- 00CIIy>KUBAOIIMHI MEepCOHAN (cucteMHbIE aAMHUHUCTPATOPBI,
anMuHUCTpatopbl AC, aAIMUHUCTPATOPHI 0a3 TaHHBIX, HHKEHEPHI);

- COTPYAHUKHU-TIPOTPAMMMCTBI, COIPOBOXKIAIOLIME CHUCTEMHOE, O0IlIee u
NPUKIIATHOE IPOTPAMMHOE 00ECTICUEHUE;

- Jpyrue COTPYIHMKHA  TOJAPA3ACIECHUNA  YUPEKICHHUS, MMEIOLINE
CaHKLIMOHUPOBAHHBIN JOCTYII B 3/1aHUS, TJI€ PACIOJIOAKEHO 000pYJ0BaHUE MTEpEAaun U
00paboTtku nnpopmanuu AC YupexieHusl.

[IpeanonaraeTcs, 4TO HECAHKITMOHUPOBAHHBIN TIOCTYI HA 00 EKTHI Y UP K ICHNST
MOCTOPOHHMX JIMI] UCKIIFOYAETCSl OPraHU3alMOHHBIMU MepaMu (OXpaHa TEPPUTOPUH,
OpTaHU3AIMS IPOIYCKHOTO PEXKUMA).

BHuenHue Hapyumreny nHGOpMauoHHOM 0€3011aCHOCTH:

- JIMI[a, CAaMOCTOSITEIbHO OCYILECTBJSIIOLNME CO3JaHHE METOJOB U CPEJICTB
peann3alry aTak, a TakKe€ CaMOCTOSITENBHO PEATM3YIOIIME aTaKW, COBEPILAOIINE CBOU
JEICTBUS C LIENbI0 HaHeCceHus yiepOa YupexaeHus (cbeM nHbopMaIiu, UCKaKeHHE
UH(POpMAIUH, pa3pyIlIeHne CUCTEMHOTO Wi npukiaaHoro [10);

[loTeHUMaNbHbIE HAPYIIUTENN IETATCS HA TPU TPYIIIBL:

1rpymnmna - cyObeKThl, He UMEIOIUE TOCTYM B MPEENbl KOHTPOJIUPYEMOM 30HbI
YupexaeHus.

2 rpymma - cyObeKTbl, He UMEIOIIUE TOCTYII K pabOTe CO IITATHBIMU CPEACTBAMU
AC YupexneHuns, HO UMEIOLHE JOCTYII B TIOMEUIEHUS, T/1€ OHU Pa3MENIatoTCsl.

3rpymnmna - cy0ObeKThbl, MMEIOIIIME JOCTYI K padoTe cO ITaTHBIMU cpencTBaMu AC
YupexaeHus.

KBamudukanys noTeHIUANILHOTO HAp YIIATESIS.

A - He SBJS€TCA CIEUUATCTOM B 00J1aCTH BEIYUCIUTENIbHOM TEXHUKH.

B - cambIii HU3KHMI ypOBEHb BO3MOYKHOCTEH - 3aIlyCK 3a7a4 (MporpamMm) w3
(uKcHpoBaHHOTO HA0Opa, peATM3YIOUMX 3apaHee MPEAYCMOTPEHHbIE (PYHKIHUU MHpU
00paboTke nHMOPMAITHH.
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C - BO3MOXHOCTH CO3/IaHUSI U 3alyCKa COOCTBEHHBIX IMPOTPaMM C HOBBIMH
(GYHKITUSAME 10 00paboTKe HH(DOpMAaITHH.

JI - BO3MOJXKHOCTH yIpaBjicHHUS (DYHKIIMOHUPOBAHHEM aBTOMATHU3HPOBAHHOM
CHUCTEMBI, T.€. BO3JCHCTBHEM Ha 0a30BO€ MPOrpaMMHOE 0OECIieYeHUE CUCTEMBI, Ha
KOH(UTYpaIuio ee 000pyI0BaHHUS.

E - Bxmouaer Bech 00BEM BO3MOXKHOCTEH JIHMI], OCYIICCTBIISIOIIIX
POCKTHPOBAHHUE, peaM3anyio ¥ PEMOHT TEXHUYIECKUX CPEIICTB
ABTOMATH3UPOBAHHOM CHCTEMBI, BIUIOTh J0 BKIItoueHUs B cocTaB AC CcOOCTBEHHBIX
TEXHUYIECKUX CPEICTB C HOBBIMHU QYHKIMSIMU 110 00paboTKe MH(POPMAITHH.

Hapsnmy ¢ kmaccudukamumert, TpuBEASHHOW  BBINIC,  HAPYIIHTEICH
UHOOPMAIIMOHHON O€30MacHOCTA MOHO pa3JeInTh Ha CJCAYIONUE BHUIBI -
HEOCTOPOJKHBIE (XaJlaTHBIE), MAaHHUIYJIMpPyeMble, CaO0OTaXHUKH, HEJIOSJIbHBIC U
MOTHBHUPYEMBIE U3BHE.

1.5. OO0o0meHHasi MO1eJIb YTPO3 0€30NMacHOCTH HH(POPMAIIMH Y Y PesKIeHus

¥Yrpo3a HUcTounuk yrpo3 Cnoco0bl1 peaju3alnum yrpos
HH() OPMALMOHHOM
0e30IacHOCTH
I. Ilonryuenue 1. a) Pasmmamenuwe, mnepemaya waM  yrpara
uHpopMauu |AHTPOTIOTEHHBIN aTpuOyTOB pasrpaHUYEHUs JOCTyIa

0) BHenpeHue areHTOB B YHCJIO IEpCOHANd
CHCTEMBI

B) XuIlleHHe HocuTeleld nHGopMauu

r) HezakoHHOe mosrydeHue mapojei u Ipyrux
[PEKBU3UTOB pasrpaHUYEHUs IOCTyNa

n) HecankuuonupoBanHas  MoAU(UKAIIUs
[POrpaMMHOTO 00ECTICUCHUS

e) IlepexBar maHHBIX, TIEpEAaBAEMBIX IIO
KaHaIaM CBSI3U
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¥Yrpo3a
HH() OPMALMOHHOM
0e30MmacHOCTH

HUcrTounuk yrpos

Cnoco0b1 peaju3anum yrpo3s

) HecaHKIMOHMPOBaHHOE KOTUPOBaHUE
HocHUTeNIeH HH(POPMAITUH, YTEHUE OCTATOYHOMN
MH(pOpMAaIUY U3 ONEPaTUBHOMN MaMSTH U ¢ BHEIIIHUX
3aIIOMUHAIOLIMX YCTPOUCTB

II. Anamu3
XapaKTePUCTHK
nHpopMaIuu

1.
AHTpPOIIOTE€HHBII

a) XumeHwe  HocuTened — WHQOpPMAIUH
XUILECHHE TIPOU3BOJICTBEHHBIX OTXOJI0B

0) yTeHHe OCTaTOYHON HH(POPMAIIUHU U3
OTIepPAaTHBHOW IMAMSTH U C BHEIIHUX 3aTIOMHIHAIONIX
YCTPOMCTB

B) HecankiimonupoBanHasi MoIu (puKaII st
[POTPaAMMHOTO 00€CTICUCHH S

r) [lepexBar naHHBIX, IEpEIaBAEMBIX 11O
KaHaJaM CBSI3H, U UX aHAJIN3

I"I.
N3menenue
(ucKkaxxeHue, Mo MEHA)
nHpOpMAITUU

1.
IAHTPOIIOT€HHBII

a) HecaHKimoHUPOBAHHBIH 3aITyCK
TEXHOJIOTUYECKUX MPOTPAMM, CIIOCOOHBIX MTPH
HCKOMIICTCHTHOM HCITOJIb30BAHHUH BbI3BIBATH ITIOTCPIO
PaboTOCTTIOCOOHOCTH CHCTEMBI (3aBUCAHUS UITH
BAI[MKIMBAHUS) UM OCYILECTBIIIONMX HEOoOpaTUMbIe
M3MEHEHUS B crcTeMe ((opMaTHupOBaHHE UITH
PECTPYKTYpU3ALUIO HOCUTENEH HHpOpMaInH,
YAJICHUC NAHHBIX U T.H.)

0) HenmpennamepeHnHoe 3apaxeHue
KOMITBIOTEPA BUPYCAMH

B) BBOJT OIMOOYHBIX JaHHBIX

r) BmemarenscTBO B mpoiiecc
¢dynkironupoBanust AC ceteil 00ILEero moyb30BaHUS C
[1€J1b10 HECAaHKIIMOHUPOBAHHON MO (DMKAIIUU JTAHHBIX

2.
TeXHOreHHbIN

a) ABapUU B CUCTEMAX 3JICKTPOITUTAHHU S

0) HapyIICHHUEe TEMIIEPAaTypHOTO PEKUMa B
MMOMEILCHUSIX C KPUTHYECKUM 000pyIOBaHUEM
(cepBepbl, Y3IIbI CBSI3M) B pe3y/IbTaTe HEHUCIPABHOCTH
CHCTEM KOHJIUIIMOHUPOBAHUS

V.
Hapymenue
uHopmanu

1.
AHTPOIIOTEHHBIN

a) [leficTBUS COTPYIHUKOB, MPUBOISIIME K
YACTUYHOMY MJIM IMOJIHOMY OTKa3y CHCTEMBI UJIH
HapyIIEHUI0 paboTOCIIOCOOHOCTH anMmapaTHbIX U
[IPOrPaMMHBIX CPEICTB

0) HecankunonnpoBanHOE BHEPEHHE U
MICIIOJIb30BaHKE HEYYTEHHBIX IPOTpaMM (UTPOBBIX,
00yJaromMX, TEXHOJOTMYECKUX U JPYIUX, HE
SIBJISTIOLIXCS. HEOOXOANMBIMH JUTS BBITTOJTHEHUS
COTPYAHMKAMHU CBOUX CITY)KEOHBIX O0S3aHHOCTEM) C
[OCIIEAYIOIIMM HEOOOCHOBAHHBIM PACXO0BAaHHEM
[PECYPCOB (ITPOIIECCOPHOTO BPEMEHH, OTIEPaTUBHOM
[IaMATH, IaMATU Ha BHCIIIHUX HOCUTCIIAX U T.H.)

B) HenpennamepeHnHoe 3apakeHue

KOMITBIOTEpA BUPYCAMU
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¥Yrpo3a

HH() OPMALMOHHOM
0e3011aCHOCTH

HUcrTounuk yrpos

Cnoco0b1 peaju3anum yrpo3s

r) Hrnopuposanue OpraHN3allMOHHBIX
OTrpaHUYEHUM (YCTAHOBJIEHHBIX MPABUII) IIpU paboTe B
cucTeMe

1) BBo OIMOOYHBIX JaHHBIX

2.
TeXHoreHHbIN

a) aBapuu B CUCTEMaXx dJICKTPOITUTAHUS

0) HapyllleHUEe TeMIIePaTypHOIO PeXKrma B
MMOMEIICHHUSX C KPUTHYECKUM 000PYIOBaHUEM
(cepBepbl, Y3IIbl CBSI3H) B pe3yJIbTaTe HEUCIIPABHOCTH
CHCTEM KOHJIUIIMOHUPOBAHUS

V. Hapymenue

paboTocrocoOHOCTH

CHUCTEM

1.
AHTPOIIOTE€HHBIN

a) JleficTBUS COTPYIHUKOB, IPUBOIAIIME K
YACTUYHOMY WJIU ITOJIHOMY OTKa3y CHUCTEMBI MU
HapyIIeHUI0 pab0TOCIIOCOOHOCTH aIMapaTHbIX WK
[IPOTPaMMHBIX CPEJICTB

0) du3nueckoe paspyleHue UM BIBOJ U3
CTPOS BCEX WJIM OTAEIBHBIX Hanbosee BaXHBIX
KOMIIOHEHTOB aBTOMATU3UPOBAHHON CUCTEMBbI

2.

TexHOreHHBIH

a) 3aKyIIKd HECOBEPILUEHHBIX, YCTaPEBIIMX WJIN
HeIepCIeKTUBHBIX CPEACTB UHPOpMaTU3auU U
H(QOpPMAIIMOHHBIX TEXHOJIOTU;

0) aBapuM B cucTeMax 3JIEKTPONUTAHUS;

B) aBapHHU B CHCTEMaX OTOIJICHUS
BOJOCHA0XKEHHUSI B HETIOCPEACTBEHHOM OJIM30CTH K
TEXHUYECKHM CpeCTBaM 00paboTku MH(pOpMaIIH;

) HapylIeHHe TEMIIEPATypHOTO pexXumMa B
MMOMEILCHUSIX ¢ KPUTHYECKUM 000pyIOBaHUEM
(cepBepbl, Y3JIbl CBSI3HM) B pe3yJIbTaTe HEUCIIPABHOCTH
CHUCTEM KOHJAMIIMOHUPOBAHUS;

1) HEYMBIIIDICHHOE TTOBPEKICHUS BHEIHUX
Ka6CJ'H)HBIX CHUCTEM CBA3H CTpOI/ITCJ'H)HI)IMI/I
OpraHu3anusaMu, GU3MIeCKUMHU JTUIAMHU U T.11. B
pe3ylibTaTe MPOBEICHUS HECOTIIACOBAHHBIX Pa0OT B
MecTax MPOKIAJKA KaOelel CBS3M;

€) BOSHMKHOBEHUE MOKapoB B
HEIOCPEICTBEHHOW OTM30CTH K TEXHHYECKAM
cpencTtBaMm 00paboTKH WH(OpPMAIIUK B pe3yJbTaTe
HEeHCIIPABHON SJIEKTPOTIPOBOIKH, HEHCIIPABHBIX
TEXHUYECKUX CPEJCTB, HAPYIICHHUS COTPYTHUKAMH
[TPaBUJI IPOTUBOITOKAPHON OE30MACHOCTH.

3.

CTUXUIHBIA

a) Pa3pyiienne 3nanuil, oTIEIBHBIX
MMOMEIIEH I

0) Bo3nericTBHE aTMOC(HEPHOTO IJIEKTPUYECTBA

B) BO3HUKHOBEHHME CTUXUMHBIX 04aroB

[0XapoB

Hanosxenue yrpo3 6e3onacHoctu uapopmarmu Ha Moens UTKC
Yupexnenus (Puc.1) mo3posisier B iepBOM NPUOTMKEHUN OLIEHUTh UX OTIACHOCTD U
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METOJIOM UCKITFOUCHHUS OTIPEACIIUTh Han0o0JIee aKTyaIbHbIS 11 KOHKPETHOTO 00BheKTa
3ammThl. KpoMe Toro, MOKHO OTIEHUTh 00bEMBI HEOOXOJUMBIX padOT 1 BRIOPATh
MarucTpaabHOE HAITpaBJIeHUE IO 00eCTIeueHNI0 O€30MacHOCTH MH(OPMAIUH.
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4, OPI'AHM3ALINA CUCTEMbI OGECIIEYEHUSA
VWH®OPMAIIMOHHOM BE3OMACHOCTH YUYPEXIEHUA

41. OpraHn3anuoOHHO-IITATHAS CTPYKTYypa noapasaesieHuii
0TBEYAI0 KX 32 o0ecnedyeHue NHGPOPMAIMOHHO 0€30MACHOCTH Y YpeKIeHu s

O61u1ee pyKoBOCTBO CUCTEMOW MH(DOPMAIIMOHHOM 0€30MaCHOCTH U TPUHSTHE
BCEX PEIICHUI 10 BOMpocaM €€ (PyHKIIMOHUPOBAHUS OCYIIECTBIISIET PyKOBOAUTEL
YupexeHus.

PykoBOACTBO M KOHTPOJIb 32 BBINOJHEHHEM MEPONPHUATHN MO 3aIUTE
uH(}OpMAaIMK B TIOAPA3ACICHUSIX YUPEKICHUS OCYIIECTBIISIOT UX PYKOBOIUTEIIH.

42. Tlopsinok pa3padoTKH M 3KCIIyaTAllMd CHCTEMbI 00ecrevyeHust
HH(OPMALMOHHOI 0€30MACHOCTH Y YpeKIeHus

JKv3HEeHHBIN UK CUCTEMBI oOecriedeHuss HHPOpMaIMOHHON O€30IacHOCTH
Yupexxaenuss BKIIOYaeT JTall  pa3BEpPThIBAaHWS W OTalbl  [MOCTOSHHOTO
(GYHKIIMOHUPOBAHUS U COBEPIICHCTBOBAHMUS.

K MoMmeHTy Hayaga pa3BepThIBaHHS CHUCTEMBI  HH()OPMAIHMOHHON
0€30MacHOCTH JOJDKHBI OBITh YTOUHEHBI M yTBEPIKIAEHBI PyKOoBOJCTBOM mpaBa u
00513aHHOCTH YYaCTHUKOB pa0OT IO 3aIUTe HHPOPMAIIUH B COOTBETCTBUH C JaHHOU
Konmenmmmeni.  JlowkeH  ObITh  pa3paboTaH ®  yTBEPXKAEH IUTaH-Tpaduk
pa3BepTHIBaHUSA CUCTEMBI HH()OPMAITMOHHOM 0€30TaCHOCTH Y UPEXKICHUS.

OCHOBHBIC ATalbl Pa3BEPTHIBAHUS CUCTEMBI JIOJDKHBI BKIIOYaTh B CeOS
MOCJIETOBATEILHOE IPOBEACHHE CICTYIONMX MEPOTIPHUSITHIA:

- Wepanme Ilpwkaza mo VYupexnenuss o0 opraHu3alid  CHCTEMBI
uHGOPMAIIMOHHOM 6€30MaCHOCTH.

- Pa3paboTka W yrouHeHWE QYHKIUNA pa3IMYHBIX MOApa3eiICHUN |
CTPYKTYp, pacmupeneieHue mpaB W OOS3aHHOCTEW MOApa3JeieHUd B CHUCTEME
nH(OPMAITMOHHOM 0€30MTaCHOCTH Y UPEKICHHUS.

- Ha3Hnauenne aqMuHUCTpaTOpa 0€30MacHOCTH.

- YTouHeHHue CocTaBa aAMUHUCTPATOPOB ceTeid, b/l u cuctem.

- [lonrotoBka Kk  uHGOPMAIMOHHOMY  OOCIEIOBaHHMIO B
H0JIpa3/IeTICHUSX.

- NudbopmanmonHoe 00ciie0BaHNe MO Apa3AeieHU Y Up ek ICHHUS.

- Omnpenenenue mepedHs yrpo3, MOJCIU HapyIUTeNls, TpeOOBaHUN K
cucTeMe nHpopMarMoHHO 6€30MacHOCTH;

- Paspabortka (mopaboTka) HOPMATHBHO-METOJIUYECKON Oa3bl CHCTEMBI
obOecrneuenrs HPOpMaIMOHHON O€30TTaCHOCTH;

- BBox cuctembl oOecnedeHuss WH(OPMAMOHHON 0€30MacHOCT B
JICUCTBHUE;

- Kareropupoanre nHG)OPMAITMOHHBIX PECYPCOB YUPEKICHHUS,

- Atrectarus 00BEKTOB MHGOPMATH3AIUN YUPEIKIACHHS 110 TPeOOBAHUAM
0e30macHOCTH MHPOPMAITHH.

- Tlomnmepxka cucTemMbl oOecriedeHrss HHHOPMAIIMOHHOW 0€30TIacCHOCTH B
PaboTOCTIOCOOHOM U aKTYyaIbHOM COCTOSIHUU.
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4.3. Opraauzanus CHCTeMbI KOMILJIEKCHOT0 MOHUTOPUHT A M KOHTPOJISI
COCTOSIHUSI MH(POPMAIMOHHO M 0€30MAaCHOCTH Y YpesKIeHU s

KoHTpoab ©  KOMIUIEKCHBIM ~ MOHUTOPHUHI  COCTOSIHUSI ~ CHCTEMBI
UHGOPMAIIMOHHOM 0€30MaCHOCTH Y UPEKICHNS BBITIOJIHAETCS C LEIbI0 00eCeueHNst
HAJIGKHOCTH M YCTOMYMBOCTH CHCTEMBI HMH(OpPMAIMOHHON 0€30MacHOCTH,
o0OecrieueHus TOBEpHs K Hell M TapaHTHH BBITIOTHEHUS TpeboBanuii mo Ub.

3agauM  KOHTPOJS W KOMIUIEKCHOTO  MOHHMTOPHMHIA  COCTOSIHUSA
UHGOPMAIIMOHHOW 0€30MaCHOCTH:

- OIpeleneHre KpUTepUeB AJIsi OLEHKU O€30MaCHOCTH CYLIECTBYIOIIUX U
CO3JaBacMbIX CHUCTEM B paMKax HHGOPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHON
CHUCTEMBI YUPEKICHUS;

- ONpENeNIEHUE COOTBETCTBUS WJIM HECOOTBETCTBUE CO3/1aBAEMBIX U
CYILECTBYIOIIMX CUCTEM ITUM KPUTEPUSIM;

- gopmynmupoBKa 00OCHOBAHHBIX MPEMJIOKEHUN MO COBEPIICHCTBOBAHHUIO
CYILIECTBYIOIIMX METOJIOB M CUCTEM OOECIIeUeHHMsI 3aAUILIEHHOCTH, 0€30MaCHOCTH U
JOCTOBEPHOCTH MH(pOpPMAIMK B TeX CIy4yasx, KOrJa OHU HE YIAOBJIETBOPSIOT
UMEIOIIMMCST KPUTEPUSIM.

JIst ocyIiecTBiIeHUS KOHTPOJISI BBIMIOJHEHUS TPeOOBAaHWM JOJDKHA OBITh
OpTaHM30BaHa CUCTEMA OTYETHOCTH O BBITIOJIHEHUH TPEOOBaHUH 10 0€30MACHOCTH.
OT4eTHOCTh JOJKHA BECTUCH OTBETCTBEHHBIM 3a b cooTBeTCTBYIOMIErO paboyero
MeCTa, IPOLECCa, CHUCTEMbl WM OPTaHU3ALMOHHOW CTpyKTyphl. C 3amaHHON
NEPUOJUYHOCTHIO OTYETHOCTD JIOJDKHA OTIPABIATHCS pyKOBOACTBY. Ha ocHOBaHmn
3TUX JTAHHBIX PYKOBOJCTBO CMOKET PEAIbHO OLIEHUBATH CUTYALMIO0 C COCTOSTHUEM
0€30IacCHOCTH BO BCEX MOAPA3IEICHUAX YUPEKICHHUS.

OcCHOBHBIE ONEpalUM MO Y4YeTy M KOHTPOJIO BBHINOJHEHUS TpeOOBaHHI
JIOJDKHBI OBITH aBTOMATU3UPOBAHBI.

OO0s13aHHOCTH MO KOHTPOJIIO PACHPEACIISIOTCS MEXIY HCHOJHUTEIbHBIMU
OpTaHaMU CUCTEMbI THPOPMAILIMOHHON O€30MaCHOCTH CIEAYIOIUM 00pa3oMm:

- anmuHuctparopel cucteM, CVYB]], cereil KOHTPOJIMPYIOT TEKYILEE
cocTosiHre nHGOpMaIMOHHOM 6e3omacHocTH B cuctemax, CYB/I, ceTsix;

- COTPYIHHMKM MOJAPA3JIEICHUS KOHTPOJHMPYIOT TEKYyLIEe COCTOSHHUE
uHGOPMAITMOHHOM 0€30MaCHOCTH Ha CBOMX pab0YrX MECTax.

Meponpusitust AJsi OPraHU3alMUd CHCTEMbI KOMILIEKCHOTO
MOHHUTOPUHTA U KOHTPOJIsI COCTOSIHUS HH(OPMAINIMOHHO1 0€30NIaCHOCTH

JlommkHa OBITH OpraHU30BaHA CUCTEMA HETIPEPHIBHOTO KOHTPOJIS 32 COCTOSHIE
CHCTEMBI HH(POPMAITMOHHO K 0€30TIaCHOCTH CJICTYIOIIUM 00pa3oM:

- ONpeneleHUe TIepedyHs ToJpa3jeleHuii, pabouymx MeCT, CHUCTEM,
MPOIIECCOB, IO KOTOPBIM JIOJKEH MPOBOIUTHCS KOHTPOJIb BBITIOJIHEHHS TPEOOBaHMIA.

- ompefeNieHne CMucka TpeOOBaHWM, I KaKIOM CTPYKTYpHOM
CIUHUIIBL.

- opraHu3anus cOopa 0TYETHOCTH O BBITTOJTHEHNUHU TpeOoBanuii o Ub.

- o0paboTka W aHanmM3 CcOOpaHHBIX (OPM OTUETHOCTH BBIBOJAMH O
BBITIOJIHEHUU TPEOOBaHMUIA,
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- NEPUOINYECKUI IEPECMOTP CUCTEMBI TPEOOBAaHUI

- KOHTPOJIb IOJTHOTHI U HEMPOTHUBOPEUNBOCTH CUCTEMBI TPEOOBAHUIA.

Pelienrie Bcex mepeuMclIEHHBIX 3aJad JOJDKHO OBITh aBTOMAaTU3MPOBAHO
OyTEM HCIOJIb30BAHHSA HEOOXOJAUMBIX MPOTPAMMHBIX CPEACTB KOHTPOJs
BBIIIOJIHEHUS TPEOOBaHUM.

[ToMUMO €XEeTHEBHOTO KOHTPOJS JOJDKHBI BBITOJHATHCS MEPUOIUYECKUE
NPOBEPKU OpPraHU3alMKd U COCTOSIHUS MH(POPMALMOHHOW 0€30MacHOCTH, B TOM
YHUCJIE:

[IpoBepku opraHM3anu U COCTOSHHS HHGPOPMAIMOHHONW O€30MacHOCTH
npoBoasTcs B moapasaeneHusax u B UTKC Yupexnennst 1 MOTyT OBITh:

- IJIaHOBBIMU;

- BHE3AITHBIMU;

- no (pakram HapyiieHnus HHPOPMAMOHHOM 6€30MaCHOCTH.

[InaHoBBIE MPOBEPKH MPOBOJATCA B COOTBETCTBUM C TOAOBbIM IlnaHom
IPOBEPOK, YTBEPKIACTCSI PYKOBOJUTENIEM YUPEKIECHUS U PaCChUIACTCS BO BCE
nojapaszeneHus. B xoe miaHoBbIX NPOBEPOK T0JHKHA TOJTHOCTHIO IPOBEPSATHCS BCS
OpraHu3aIys CUCTEMbl THPOPMAITMOHHO M 0€30aCHOCTH MOAPa3AeNCHHUS.

[lpoBepku 1o (akram HapymieHus UHGOPMAIMOHHONW O€30MacHOCTU
OPOBOJSTCS MOCJE TOTO, KaK HapylleHue ycTtpaHeHo. [IpoBepka mpoBoauTcs C
LENbI0 BBISIBJICHUE MPUYUH M TPEANOCHUIOK HAPYIIEHUS W BBIPAOOTKA MEp IO
penynpeKIeHUIO T0J00HBIX HAPYIIICHUH B NaibHelmeM. [IpoBepka mpoBouTCS B
00s13aTeIbHOM TOPSIZIKE MO KaKIOMYy (DakTy HapylieHHs HE3aBUCHUMO OT €ro
IIOCJIEICTBUM.

Pe3ynbTarsl Bcex npoBEpOK OPOPMIAIOTCS B BUJ€ aKTaMU C HEOOXOAUMbIMU
B K&KJIOM KOHKPETHOM CJIy4ac MPUI0KEHUSIMHU.

Anmunuctparopsl cucteM, CYBJl u cereil KOHTPOJUPYIOT COCTOSHHE
uHGOPMAIIMOHHOW 0€30MaCHOCTH Ha MOABEAOMCTBEHHBIX yuacTKax. C 3To 1emnbio
OHMU:

- KOHTPOJMPYIOT MPABUIbHOCTH BBITIOJHEHUS COTPYIHUKAMU JEHCTBUI IO
JOCTYIy K 00beKTaM HHGOPMAIIMOHHOU CUCTEMBI;

- AHAIM3UPYIOT COCTOSIHUE MHPOPMALTMOHHON CUCTEMBI C LIENbIO BbISIBICHUN
HOMBITOK HECAHKIIMOHUPOBAHHOTO JIOCTYIA U HCMOJIb30BaHUS WH(POPMALIMOHHBIX
CpeacTB U HHpOpMaIUH;

- KOHTPOJHUPYIOT NPaBUIbHOCTD MCIIOJIb30BaHMUs UMEIOIIUXCSI
KOJUIEKTUBHBIX U UHAUBUYAJIbHBIX CPEACTB MUHGOPMAIIMOHHON 3AILIUTHI.

B cityuae BbIsIBIIEHUS] KaKUX-TMOO OTKJIOHEHWM WM HapyLIEHUHA B CUCTEME
HHOOPMAIIMOHHON 0€30MacHOCTH aAMHUHHUCTPATOPhl O€30MaCHOCTH MPUHUMAFOT
MEpbl K HUX YCTPAHEHUIO CaMOCTOATENbHO, WM 4Yepe3 PYKOBOJUTENA
COOTBETCTBYIOLIErO nojpa3zencHus. OTBETCTBEHHOCTD 3a MPHUHITHE 3THUX MEp U
COOOIIEHNE O TPOUCUIEAIIEM PYKOBOJUTEIO HECET aIMUHUCTPATOP.

CoTpyIHUKH TTOApa3IeICHUs aHATIM3UPYIOT COCTOSIHHAE CBOUX pa00YnX MECT
C LIENbIO BBISIBJICHUS MOMBITOK HECAHKITMOHUPOBAHHOTO JOCTYIIA U UCIIOIb30BaHUS
UHGOPMAIIMOHHBIX CPEACTB U MHPOpMaluu. B ciydyae BBISBICHUS TAKUX MOTBITOK
COTPYIHHUK cOoOOIIaer 00 3TOM agMHUHHCTPATOPy O0€30MaCHOCTU OPTaHHU3aLUN U
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PYKOBOJIUTEITO CTPYKTYPHOTO MOAPA3ACTICHUS.

Jnst 3 peKTHBHOTO KOHTPOJISI COCTOSTHUS MHGOPMAITMOHHOM 0€30ITacHOCTH
HEOO0X0IMMO TIPOBECTH OOYYCHHE COTPYAHHKOB IMOJpa3eIiCHHd YUPEKICHUsS C
EIbIO MOBBIIIEHHSI YPOBHSI MX OCBEIOMIICHHOCTH B BOIPOCaX MHPOPMAITMOHHON
0€301acHOCTH.

JUis opraHuM3alMd KOHTPOJII M KOMIUIEKCHOTO MOHUTOPHUHIA CHUCTEMBI
uHGOpMAIIMOHHOW 0€30MacHOCTH  HE0O0X0auMO pa3paboTaTh U BHEIPUTH
CJEIYIONME OPTaHU3aAMOHHO-PACIIOPSAUTEIbHbIE U  HOPMATHBHO-TEXHUYECKUE
JTOKYMEHTBHI:

- Pernament paccieoBaHusl MHIIMJECHTOB

nH()OpMaMOHHO
0e30I1aCHOCTH;

- JlomKkHOCTHBIE MHCTPYKIIUK aiMUHUCTpaTtopoB cucteMm, CYB/I, cereil (B
TOM 4YHCJIE pa3liesbl, Kacarolluecs OpraHu3ald KOHTPOJIs M MOHUTOpPHHIA
nHOOPMAIMOHHO 0€30IMaCHOCTH);

- [lamsiTka coTpynHuKa YupexaeHuss 1o  HMH()OPMAIMOHHON
0e30IMacHOCTH;
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S. MEPOIIPUATHUA 11O PEHNEHUIO 3AIAY OBECIHHEYEHUSA
WH®OPMAIIMOHHOM BE30MACHOCTH YUPEXJIEHUA

5.1. Opranu3zanMoOHHO-peKMMHbIE MePONIPUATHS

Beimosnenue OPTaHU3AIMOHHO-PEKUMHBIX MEPOTIPUSITHI TpU
obecnedeHnr THPOPMAITUOHHO N O€30TaCHOCTH MTPETOIaraeT:

- KaTeropupoBaHHMEe OOBEKTOB HMHPOpMaTH3aUUK  YUpEXKJCHUS B
COOTBETCTBUHU C PYKOBOISAIIMMHU HOPMATUBHO-METOJANMUYECKUMH JOKYMEHTAMHU IO
3ammute uapopmanuu PO;

- pa3rpaHuYeHHUe JOMYyCKa K HH(POPMAIIMOHHBIM PECypcaM OrpaHuyEeHHOTO
pacnpoCTpaHEHUs;

- pasrpaHUyYEHHs JONyCKa K NporpamMMHO-anmapaTtHeiM pecypcam MTKC
Yupexnenus;

- BEJCHUME YyYeTra O3HAKOMJICHHS COTPYIOHHKOB ¢  HH(poOpMaImeit
OTPAHUYEHHOTO PACIIPOCTPAHECHHUS;

- BKJIIOYEHHE B  (PYHKUHOHAIbHBbIE  OOA3aHHOCTH  COTPYIAHUKOB
00s13aTeNbCTBA O HEPA3TJIAIICHUM M COXPAHEHUWU CBEACHUM OrpaHuYEHHOrO
pacrpoCTpPaHEHUS;

- OpraHM3alys YHUYTOXEHUS HHQPOPMAIMOHHBIX OTX0J0B (OyMakKHBIX,
MarHUTHBIX U T.11.);

- BEJICHUE yU€Ta OTUYXkIaEMbIX HOCUTENEH nH(pOpMaLy;

- OpraHM3aiusi W OCYILECTBJIECHHE MEPUOJUYECKOrO KOHTPOJ 3a
obOecreuenreM HHOOPMAIMOHHO 6€30MMacHOCTH;

- opranmzamus ydyera CK3U, xmodeill mmdpoBaHuss U MOANUCH, UX
XpaHEHUs, KCIUTyaTalluil U YHUUTOKEHUSI.

B cooTtBeTcTBUM C BbILIEyKa3aHHBIMU 337auaMy HEOOXOJIUMO pa3padoTarb
WIN aKTyaJIM3UPOBATh KOMILUIEKT CJICAYIOIIMX OPTaHU3AI[MOHHO PACTIOPSIUTEIBHBIX
JIOKYMEHTOB:

- METOJIMKa  KareropupoBaHUs  OOBEKTOB  MH(pOpMaTH3aLUU
Yupexenus;

- nepeyeHb KPUTHUHBIX HHPOPMALIMOHHBIX PECYPCOB YUPEKIACHHUS;

- perjJamMeHT MpeAOoCTaBJICHUS JOCTyna K  HMH(QOPMALMOHHBIM U
OpOTrpaMMHO-aNNapaTHBIM pecypcaM Y UpeKIeHuUs;

- JIOJDKHOCTHBIE 005I3aHHOCTU COTPYAHUKOB YUPEXKIEHU 110 00eCcTiey EHUIO
uHGOPMAIIMOHHOM 0€30MaCHOCTH.

5.2. Meponpusituss no ¢u3HYecKoil 3ammTe 00HEKTOB U CpPeACTB
uHpopMaTH3ALMH Y YpeKTCHUA

OGecneuenne  (uzmyeckoir  Oe30macHOCTH Bced  MHGOPMAIMOHHO-
TEJICKOMMYHUKAIMOHHONW CUCTEMBl YUPEKIECHHUS M OTIEIbHBIX €€ JJIEMEHTOB
ABJSICTCA OJHOW W3 OCHOBHBIX 33Ja4, pEIIaeMbIX II0JCUCTEMON 3allUTHI
uHpopmanmu. Guznyeckre Mephl 3allUThl OCHOBAHBI HA IPUMEHEHUH Pa3HOT0 poja
MEXAHUYECKUX, DJIEKTPO- WIA 3JIEKTPOHHO-MEXaHWYECKUX YCTPOWCTB U
COOPY)KEHHUH, CHEeUMaIbHO TMPEAHA3HAYEHHBIX I CO3JaHus (PU3UUECKHUX
IIPENATCTBUM HA BO3MOXKHBIX ITyTAX NPOHUKHOBEHUS U JOCTYyIA IMOTEHUUAIBHBIX
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HapyIIMTENed K KOMIOHEHTaM CUCTEMbl U 3alMIIaeMOil MHPOpMAIUH, a TaKkKe
TEXHUYECKHUX CPEICTB BU3YaJIbHOTO HAOJIIOIEHHSL, CBA3H U OXPAHHON CUTHAT3 LN
duznueckas 3anMTa HarmpapiieHa Ha oOecrieueHrne 6e30MacHOCTH:

- nepuMeTpa UHGOPMAIMOHHOW CHUCTEMBI (3alllUTa KOHTPOJUPYEMOH
30HBI);

- TNepUMEeTpa OTIEIbHBIX OOBEKTOB CUCTEMBI (BBIIEICHHBIX TEPPUTOPHIA,
37aHUH, TOMEIICHUH );

- Hocwurenerd nHdopmManuu, 000pyA0BaHUS U KaHAJIOB MEpPEeavn JTaHHBIX,
XpaHsaMX, 00padaThIBAIOIIUMX M TEPEeNalonMXx UHPOPMAIUIO B OTKPHITOM BUJIE
(MarHUTHBIX U OyMaXXHBIX HOCUTENEH HH(OPMALIUY, 5KPAHOB MOHUTOPOB, CEPBEPOB
U pabOYUX CTAHUNMN, OTKPBITHIX KAHAJIOB CBSI3U U T.I1.);

- KJTFOUEBBIX DJIEMEHTOB KPUNTOTpaQUUECKUX U MAPOJILHBIX CUCTEM;

OCHOBHBIMH HaITPaBICHUAMH (PU3NIECKON 3AIUTHI Y UPEKACHUS SIBIISTIOTCS:

- KOHTPOJIb GU3UYECKOTO IOCTYNAa K 000PYyI0BAHUIO, HA KOHTPOJIUPYEMYIO
TEPPUTOPHUIO U B TIOMEIICHUS;

- oOecrieueHne 0e30MacHOCTH KaOeILHOM CUCTEMBI;

- o0ecreyeHne 0€30MAaCHOCTH TMPU  yTWIM3AUMU  OTPaOOTaBIIEro
000pyI0BaHUS U HOCHUTEIICH HHPOPMAITUH;

- obOecrneyeHue 6€30MacHOCTH PabOYUX MECT.

Kontpons puznueckoro goctymna Kk 000pya0BaHUIO, HA KOHTPOJIUPYEMYIO
TEPPUTOPHIO U B IOMEILICHHSI

Ha Tepputopun YupexaeHus 1 TeEppUTOPHUAIbHBIX [TOPA3AEICHAN CIETYET
YCTaHOBUTH HAJJISKAIMKA KOHTPOJIb JOCTyNa B nmomeleHus. [Ipasuna nocrtyna Ha
TEPPUTOPHUIO JTOJDKHBI PErJIaMEHTUPOBATHCS COOTBETCTBYIOIIUM TOJIOKEHHUEM
(MHCTpYKIUEH).

Jlna pa3rpaHvueHus JOCTYIA B IOMEUIEHUS, IJI€ pacloJiaraeTcsi CEpBEpHOE
obopynoBanue u npyrue kpurtudecku BakHbie 00bekTh UTKC VYupexnenws,
11eecoo0pa3Ho  MCIOJIb30BaTh CUCTEMBI (U3MYECKOW 3ammThl. Heobxomnmo
co0II01aTh CJIEAYIOIIME MPaBUIIa JOCTYIIA B TOMEIICHHUS

- Bo Bcex mnompazneneHusx YupexaeHHss HEOOXOIUMO HCKIIIOYUTH
HECAHKI[MOHUPOBAHHOE HAXOXJAECHUE OCTOPOHHUX JIMII, 1aTa U BPEMS MX BXOJ1a U
BBIX0/1a IOJDKHBI PETUCTPUPOBATHCSL.

- Ilocerutenu [OKHBI HOCHTh HA OJIKAE XOPOIIO pa3IMuUMbIe
UICHTU(DUKAIIMOHHBIE KAPTOUKHY;

- HeobxomumMo HeMemeHHO W3BATH TpaBa JOCTyNa B 3alUIICHHBIE
00J1aCTH (TEPPUTOPUIO, TOMEIIECHUS ) Y YBOIbHSIOIIMXCS COTPYAHUKOB.

Kpowme toro, niis npenoTBpailieHus yTeuku UH(QpOpMalry U IpOTUBOIEUCTBUSL
HNOTEHIMAIbHBIM HAPYLIUTENISIM HE0OX0IUMO COOIII0IaTh CIEAYIOLIHE TPaBUIIa;

- Oxkcruryaranys APM u cepBepoB q0KHA OCYIIECTBISATHCS B

IIOMCIICHUAX, O60pYI[OBaHHI>IX HaACKHBIMU 3aMKaMH, CPCACTBaAMH CUT'HAJIN3alluH,
HCKIIIOYaroImnuMun BO3MOXHOCTb 6CCKOHTpOJ'H>HOFO
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OPOHUKHOBEHUS B IIOMEUICHHWS NOCTOPOHHMX JMI] U  00ECIEeYMBAOLINMU
($pU3nYECcCKyI0 COXPAaHHOCTh HAXOASIIMXCS B MOMEILICHUHU 3allUIAaeMbIX PECypPCOB
(APM, n10KyMeHTOB, pEKBU3UTOB JOCTYTA U T.I1.).

- Pasmemenne u ycraHoBka APM u cepBepoB [OJDKHA HCKIIOYATh
BO3MOYHOCTh BH3YyaJIbHOTO MPOCMOTpPa BBOJMMOM (BBIBOAMMOI) HMH(MOpMaLuu
JHALAMU, HE UMEIOIIMMU K HEHl TOCTYII.

- Y0opka mnoMeuieHud, B KOTOPBIX 00padarhiBacTCss WM XPAHUTCS
KOH(UIIEHIIMAIbHAs WM CIyXeOHas HHpopmalus, AOJDKHA TMPOU3BOJIUTHCS B
OPUCYTCTBUHM OTBETCTBEHHOTO, 32 KOTOPBIM 3aKPEIUIEHbl TEXHUYECKHUE CPENCTBA
(TaHHBIE), WK JEKYPHOTO 110 OIpa3AesICHUIO ¢ COOJIIOICHUEM Mep, MCKITIOY AIOIIHX
JOCTYTI TIOCTOPOHHUX JIUIL K 3aIIMIIAEMbIM pECypcam.

- B mnomemenusax Bo Bpemsi o0paboTku M oToOpaxeHus Ha APM
UH(POPMAIIMK OTPAHUYEHHOTO PACIIPOCTPAHEHUS TOJKEH MPUCYTCTBOBATH TOJIBKO
MepPCOoHAJ, JOMYIEHHBIN K paboTe ¢ JaHHOW MHpOpMAaIen. 3amperaeTcs mprueM
MOCETUTENeH B TOMEIICHUSAX, KOTJa OCYIIEeCTBISIETCS 00paboTKa 3aluIiacMoit
UH(POPMALIHH.

- Jns xpaHeHus: CIIy>K€OHbIX JOKYMEHTOB M MAIMHHBIX HOCHUTENeH ¢
3ammiaeMo  mHGOpMalMe — MOMEIIECHUS cHaOxarorcsi  ceiipamu  u
MeTamdeckuMu mkadamu. [Tomernienrs m10mKHBI OBITH 00ECTIEUEHBI CPEACTBAMU
YHUUYTOXKEHHS JOKYMEHTOB.

- BcnomorarensHoe = obGopyaoBaHue — (Hampumep, — KOMHPOBAIbHBIC
anmapartsbl, aKc-MallMHbI) JOHDKHO OBITh TaK Pa3MEIIEHO, YTOObI YMEHBIIUTh PUCK
HCJl k 3anmineHHbIM OO0OJIaCTSIM WM KOMIIPOMETAIlMM KOH(HICHIUAIbHON
UH(POPMALIHH.

- Ousuueckue Oapbepbl JOJDKHBI 10 HEOOXOIUMOCTH MPOCTUPATHCS OT
moJia /10 TMOTOJIKA, YTOOBI MPEAOTBPATUTh HECAHKIMOHUPOBAHHBIA JOCTYI B
MOMEILIEHHE.

- 3ampemaercs 0e3 HaZOOHOCTH MPEAOCTAaBIATh NOCTOPOHHHMM JIMLAM
MHPOPMALMIO O TPOUCXOMSIIEM B 3aUMIICHHBIX 001acTAX (TEPPUTOPUH,
MTOMEIICHUSIX ).

- Jna  obecrieyeHust JOJDKHOTO ypOBHS  O€30MacCHOCTHM U B
OpeI0TBPALICHNS BPEIOHOCHBIX AEMCTBUH 3alIpeliacTcs: padoTarh B OIUHOUKY (0€3
HQIJIeKAIEro  KOHTPOJII) € KPUTHYECKH  BAXHBIMM  KOMIIOHEHTaMHU
UHGOPMAIIMOHHOW CUCTEMBI.

- B Hepabouee Bpems 3alllUIICHHbIE 00J1aCTH (TEPPUTOPHS, TOMEIICHNUS )
JOJDKHBI OBITh (PU3MUYECKU HEAOCTYIHBI (3aKPBITHl HA 3aMKH) U TMEPUOJANYECKU
MPOBEPATHCS OXPAHOMU.

- IlepcoHaiy, OCyIIECTBISAIOIMIEMY TEXHUUECKOE 00CTy>KMBaHUE CEPBEPOB,
JOJDKEH OBITh MPEAOCTaBJIEH AOCTYI B 3allMIICHHBIE 007acTU (TEPPUTOPHIO,
NOMEILEHUS) TOJBKO B CIy4ae HEOOXOIMMOCTH U MOCJIE MOTYYEHHs Pa3pEeLICHNsL.
ITo HEOOXOAUMOCTH JOCTYIT TAKOTO TIepCcOoHaIa (0COOEHHO K KOH(DHICHITNATLHBIM
JAaHHBIM ) CJIEAYET OTPAHUYUTh, @ UX JEHCTBUSA CIICAYET OTCIIC)KUBATD.

- 3ampemaercs UCnojb30BaHue (HoTorpaduueckoi, 3ByKO3arrChIBArOILIEH
M BUACO anmaparypbl B  3alMIIEHHBIX OONAcTIX, 3a HUCKIIOYEHHEM
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CaHKIINOHHWPOBAHHLIX CJIY4YacCB.

- Ilo oxoHuaHuu pa60qer0 JHA TIIOMCHICHUA C YCTAHOBJICHHBIMH
3alllUIICHHBIMHA APM OOJDKHBI  CHaBaTbCs IO OXpaHy C BKIHOUCHHEM
CHUT'HaJIN3allhu.

Oo6ecneuenne 6e3onmacHocTH KabenmpHOM cucteMbl UTKC Yupexnenus
3amuTa kabenpHOM cuctemMbl UTKC HanpaBiieHa Ha CHUXKEHUE BEPOSITHOCTU
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HWH(OpManuu MyTeM TallbBaHUYECKOIo
HNOJKIIIOYEHHUST K MH()OPMAIIMOHHBIM KaOelsiM WM CHATUS HUH(POpMAlUU Yepe3
MOOOYHBIE HIEKTPOMATHUTHBIEC U3 Ty4ICHUS M HABOIKH Ha Ipyrue kabemnw, a TaKkke Ha
obecnieueHre 3aMThl Ka0eIbHOTO 000PYA0BaHUS OT JIEKTPOMArH UTHBIX MTOMEX.

KabGenu »snekTponuraHusi W ceTeBble KaOemu sl Mepeladyd JaHHBIX
HEOO0XO0MMO 3alMiiaTh OT BCKPBITHA IJIsl Iiefield mepexBara HMH(OpMAIMU U
MOBpeXACHUS. J[7s1 yMEHBIIEHHS TaKOro pHCKa B TMOMENICHUAX OPTaHMU3aIH
npeaiaraeTcsi peajin30BaTh CIASIYIOUHE 3alllMTHBIE MEPHI:

- Kabenu snekTponuTaHus U JIMHUU CBSI3H, UAYLIHE K UHPOPMALMOHHBIM
cUCTeMaM, JOJDKHBI OBITh MNPOBEAEHBI TMOJ 3eMjeill (10 BO3MOXKHOCTH) WIU
3aIUIIEHBI HAJJISKAIMM 00pa3oM ¢ MOMOIIBIO IPYTUX CPEACTB.

- Heobxomumo paccMOTpeTh Mepbl MO 3alllUTe CETEBbIX Kabeneh OT ux
HECAaHKLIMOHUPOBAHHOTO BCKPBITUSA JUId LEJed MepexBara JaHHbIX M OT
HNOBPEXK/IEHNUS, HAIPUMEDP, BOCIIOJIb30BABIIMCH SKPaHAMU WM MPOJIOKUB 3TH JTUHUN
TaK, YTOOBI OHU HE MPOXOIUIIN Yepe3 00IIeA0CTYIHBIE MECTA.

- C Uenbl0 CHWKEHUS! BIMSHUS 3JIEKTPOMArHUTHBIX MOMEX, CUJIOBBIE U
KOMMYHHUKAIIMOHHbIE KaOEJH 10JKHBI ObITh pa3HECEHBI B IPOCTPAHCTBE.

- JI11 HMCKIIOYMTENBHO YSA3BUMBIX WM KPUTHYECKH BAXKHBIX CHUCTEM
CJelyeT pacCcMOTPETh HEOOXOAMMOCTh MPUHATHUS JAOTOJHUTEIBHBIX MEp, TaKuX,
KaK:

- m(ppoBaHUE TaHHBIX;

- yCTaHOBKA OPOHUPOBAHHBIX SKPAHOB U HCTI0JIb30BAHUE 3aMUPAEMBIX
IIOMEIICHMI;

- UCIIOJIb30BaHKE APYTrUX MapIIPYTOB WK CPEJ] IEpe1adu TaHHbIX.

Hanexnas yrumm3anust otpaboTaBiiero 000pyI0BaHus M HOCUTENeH nHpopmarmn

O6opyznoBaHue, MOAJIKAIIEE BEIBOAY U3 IKCIUTyaTallud, U UCIIOIb30BaHHbBIE
HOCUTENU MHPOpPMAIMM  MOTYT  COJEpKaTh OCTAaTOYHYIO WHGOPMALHIO
OTPaHUYEHHOTO J0CTymna. PernameHranus mopsaka U NpoLEAyp UX YTHIM3ALUU
MO3BOJIIET TMEPEKPHITh KaHajdbl HECAHKIMOHUPOBAHHOTO JIOCTyHma K 3TOU
uH(popManuu:

- yCTpOMCTBa XpaHeH!sI ”HOPMALIH, COIepIKALIIE LIEHHYIO

nHGOPMAIMIO, TIPH BBIBEICHUU W3 JKCIUTyaTallud JOJDKHBI OBITH (PU3MYCCKH
YHUUYTOXEHBI, JITOO TOJDKHO OBITH MPOBEICHO TAPAaHTUPOBAHHOE CTUPAHHUE C HUX
0CTaTOYHOM HH(MOPMAIIHH;
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- Bce 000pynoBaHue, BKIIIOYass HOCUTENN HHPOpMaIK, Tiepe nepeaadei
APYroMYy BIIQJIETIbIly WM CIHMCAHUEM JOJDKHO OBITh MPOBEPEHO HAa OTCYTCTBUE
BOXHOW MHGOPMAITUN WM JTUIICH3MOHHOT O TIPOTPAMMHOTO 00€CTICUeHNS;

- JanpHelmas cynp0a moBpexkIEHHBIX YCTPOMCTB XpaHEHUs, COIePKAIIHX
BaXHYI0 HH(pOpMalWio, (YHUYTOKEHHE WJIM PEMOHT) ONpEeNseTcss Ha OCHOBE
3aKITIOYEHHS HKCIIEPTHON KOMUCCHUH.

be3onacHoCTh pabouero Mecta COTpYIHUKOB YUpExKACHUS

PabGoumne mecta cOTpyaHUKOB YUpexxAeHUA - HauboJiee MHOTOYMCIICHHAsA
kareropus 00nekToB UTKC, uepe3 koTopbie BO3MOKEH HECAHKIIMOHHUPOBAHHBIN
n0cTym K uHopmatuu. J[elcTBUs COTPYIHUKOB CI0KHO KOHTPOJIUPOBATH, [IOTOMY
B CHCTEME 3alUThI uHdopMaIuu HE00X0IMMO PEIyCMOTPETH
ABTOMATU3UPOBAHHBIE MEXAHU3MbI KOHTPOJISI IOCTYTA K TEPMHUHATIAaM, MOHUTOPUHTA
3a JEHCTBUAMM TMOJb30BaTeNiel M CUTHAIM3ALUMU TPU OOHAPYKEHUH TMOMBITOK
HECAHKIIMOHUPOBAHHOI'O JOCTYyNA, & TaKK€ YCTAHOBJIEH JKECTKUU pErjJaMeHT
JOCTyIa K pabo4uM MEeCTaM C TOMOIIbI0 OPTaHU3AIUOHHBIX MEP.

be3omnacHoCTh pabounx MECT COTPYIHUKOB Yupexaenus
peayCcMaTpUBacT:

- JIOKYMEHTbl Ha BCEX BHUJAX HOCHUTEIEW M TEXHHUYECKHE CPEACTBA
00paboTku MHGOPMALIUU, JTOJLKHBI XPaHUTHCS (pa3Melarhesi) B MOMEIICHUSIX,
UCKJIIOYAIOIIMX HECAHKIIMOHUPOBAHHBIN JOCTYI K HUM;

- HCKJIIOYEHHE HECAHKIIMOHUPOBAHHOTO JOCTynma K uHGOpMAaIHH,
XpAaHSIECKCS HA PA3JIMYHOTO POJIa HOCUTEAX;

- TEPCOHAIbHBIE KOMIIBIOTEPHI, TEPMHUHAIBI W TPUHTEPHI JTOJDKHBI
3aIUIIATHCS OJIOKUPATOpaMHK KJIaBHATYPhI, MAPOJSIMU WA IPYTUMH METOJIaMU Ha
BpPEMsI OTCYTCTBHS MTOJIb30BATEIS;

- JIOJDKHBI ~ OBITh  MPUHATHI  HAJEKHBIE  MEPbI,  MCKIIOYAIOIIME
HECAHKIIMOHUPOBAHHOE UCIIOJIb30BAHUE KOMMUPOBATLHOMN TEXHUKMU;

- pacmeyaTtku, cojepkanme HWHGOPMAIMI0 OrPaHHYEHHOTO JOCTYyIa
JOJDKHBI W3BIMAThCS W3 TI€YaTaloIIero ycTpoWcTBa HeMemjieHHO Heob6xomnumo
yCTaHABIMBaTh [EYaTalolMe YCTPOMCTBAa [JJsI TMedarh KOH(UIECHIMATbHBIX
JIOKYMEHTOB B TOMEIICHUAX, IJI€ PadOTalOT COTPYAHUKH, OTBETCTBEHHbBIC 3a UX
Y4YET, XpaHEHHUE U BbIJ1a4y UCTHOJHUTENSM.

53. Meponpustusi mno ofecrneYeHHI) KaTaACTPO(POYCTOIHUNBOCTH
HHGPOPMALMOHHO-TEJIEKOMMYHHKALMOHHOM CUCTEMBI Y YpeKIeHUs

OOecnieueHre KaTtacTpO(POYCTOMYMBOCTH HEOOXOAUMO JJISI COXpaHEHUST
YCTOMYUBOCTH M CTAaOMJIBHOCTH (YHKIIMOHMPOBAHUA YUpPEXKICHUS U €€
MH(OPMATMOHHO-TEIEKOMMYHUKAIIMOHHON CHUCTEMBI B Pa3jMUYHbBIX YCJIOBHSIX
HEOJaronpUATHOTO BO3ACHCTBUS BHEIIHMX U BHYTPEHHUX (PaKTOPOB TEXHOT'CHHOTO
W/WM IPUPOTHOTO XapaKTepa.

Jlns  obGecnedyeHus: KatacTpoOyCTOMUMBOCTH HEOOXOIUMO BBITOJHUTD
paboTHI, HAMTPABJICHHBIX HA MUHUMHU3AINIO BO3MOXHBIX TMOTEPh YUPEXKICHUS B
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YCJIOBUSAX aKTUBHOTO BO3JICUCTBYS BHYTPEHHEW U BHEIIIHEN CPELbI.
OcCHOBHBIE MEPOTIPUATHUS IO 0OECTICUEHUIO KaTacTPO(POYyCTONUMBOCTH
UHGOPMAIIMOHHO-TEIEKOMMYHUKAITMOHHOM CUCTEMBI Y UpEKICHUS

- uJIeHTUQUKAUUsT U aHaIUM3  HEOJArompusTHBIX BO3JEUCTBUIM Ha
UH(POPMAITMOHHO -TEJICKOMMYHHUKALIMOHHYIO CHCTEMY YupexIeHus, pa3paboTka
CTpaTeruil ynpapjieHUs pUCKaMU, CBA3aHHBIMU C TPUMEHEHHUEM UH(POPMAITUOHHO-
TEJIEKOMMYHUKAIMOHHOW CUCTEMBI

- ompegeneHue  TpeboBaHMM  YupexaeHus K HENPEpPhIBHOCTU
(YHKIMOHUPOBAHUSI MHPOPMAITMOHHO -TEICKOMMYHHUKAIIMOHHOM CUCTEMBI;

- ONpeJeleHre CTpaTeruii BOCCTAHOBJICHUA MHPOPMALMOHHBIX U JIPYTHUX
TEXHUYECKUX CUCTEM B CITydae BO3SHUKHOBEHHUS OTKa30B U COOEB;

- pazpaboTka U JIOKYMEHTHUPOBAaHHE

wiaHa  oOecrneyeHus

KaTacTpO(POyCTOMUMBOCTH HH(GOPMAIIMOHHO-TEIEKOMMYHUKAMOHHON CHCTEMBI
YupexneHus;

- BHEIPEHHE HEOOXOJAMMBIX HW3MEHEHUU B
TEXHUYECKOM,
OpTaHU3AIMOHHOM M WH(OPMAIMOHHOM OO0OECTeUeHUH YUPEXKICHUS COTJIACHO
pa3zpaboTaHHOMY IUIaHy oOecrieueHus KaTacTpo(pOyCTOMIYNBOCTH
UH(POPMAITMOHHO -TEJICKOMMYHHUKAIIMOHHOW CUCTEMBI Y UPEXKICHUS;
- HOoJIJIepKKa T1aHa obecrneueHus

KaTracTpo(PoyCcTOHIUBOCTH
UHGOPMAIIMOHHO -TEJIEKOMMYHHUKAITMOHHOW CUCTEMBI YUPEXKICHUS B aKTyaIbHOM
COCTOSIHMH (BKJIIOUAs TECTHPOBAHME IUIaHA, OOyYCHHE IMEepCOHANa, TEXHUYECKas
MOJJACpKKa HCIOJb3YeMOTr0 TPOTPaMMHOIO M aIlllapaTHOTO OOecCIeUYeHWs,
NEpHOINYEeCKOe 0OHOBIICHHE TJIaHA)

Baxneiimmm kagectBom UTKC 1, B 9acTHOCTH, IEHTPOB 00pabOTKH TAHHBIX
(IOM) Yupexnenus saBisercsi cnocoOHOCTh 00ecneurnBaTh TpeOyeMblii YpPOBEHb
OTKa30yCTOMYMBOCTH. BO3MOXXHO TPHMEHEHHsI CJCAYIONIMX  TEXHUYECKHX
MEPOTPHUITHH 71T 00ECIIeYEHUS 0TKa30yCTONIMBOCTH:

- Crnenyer BHEApPSATh TEXHOJOTHH PE3EPBUPOBAHUS XPAHUIIHIILL
JAHHBIX.

- CepBepHOe U ApYyroe KpUTHIECKOE 000PYyI0BaHUE CIIEAYET pa3Melarh
TaKUM 00pa3oM, 4TOOBl CBECTH K MUHHUMYMY H3JIMIIHUN JOocTynm B pabouue
TIOMEIIICHHUS.

- OOopymoBanue HEOOXOAUMO 3alMIIaTh OT COOEB B  CHUCTEME
ANEKTPOTIUTAHUN U APYTUX HEMOJAJO0K B ANEKTPUIECKOM CeTH. VICTOUHNK MUTaHUS
JI0JDKEH COOTBETCTBOBATH CTICIIM(PUKAIIMSIM TIPOU3BOIUTENSI 000PYIOBAHUS.

- Crnemyer paccMOTpeTh HEOOXOJAUMOCTH HCIIOJb30BAaHUS P E3EPBHOIO
HUCTOYHUKA TUTaHuA. J[J11 000pymoBaHuS, ITOIASPKUBAFOIICIO KPUTHY €CKH BaYKHBIC
NPOM3BOJCTBEHHBIE  CEPBUCHI,  PEKOMEHIYETCs  YCTAaHOBUTh  HMCTOYHHK
OecriepeboiiHoro nutanus. [lman qelcTBUil B Upe3BBIYANHBIX CUTYAUAX JOJDKCH
BKJTIOYATh MEPhI, KOTOPbIE HEOOXOIMMO MPHUHSATH TI0 OKOHYAHWW CPOKa TOJTHOCTH
HUCTOYHHKOB OecnepeboitHoro mranusi. OOopymoBaHue, padotaromee ¢
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UCTOYHUKaMU Oecriepe00HHOro NMUTaHus, HEOOXOAUMO PEryJISIPHO TECTUPOBATh B
COOTBETCTBUU C PEKOMEHJAIMSIMHU U3TOTOBUTEJIS.

- Crnenyer paccMOTpPETh BO3MOXHOCTH M30JISIITUHU 001acTe!, TPEOYIOIINX
CIIEUUAIbHOM 3alUThI, JJIsl IOHUKEHHUSI HE0OOXOUMOTO YPOBHSI OOILIEH 3aIIUTHI.

s CO3J1aHUs CUCTEMBI 0OecTIiedeH sl KaTaCTPOPOYyCTONUUBOCTH
HEOOXO0IMMO pa3pabOoTaTh CIEAYIOIIME OPraHU3alMOHHO -PACIIOPSAUTENbHBIE U
HOPMAaTUBHO-TEXHUYECKHUE JOKYMEHTHI:

- [losmTHKa pe3epBHOTO KOMMPOBAHUS U BOCCTAHOBIICHHSI TAHHBIX

- Ilman oOecrieueHuss HeNpepbIBHOM pabOTbl M BOCCTAHOBJICHUA
paborocnocooHoctr mojcuctemM AC -

54. MeponpusTus N0 PpelIeHHI0 3aaa4d 3alMTbl UHpopManuM OT
HEeCAHKIHOHUPOBAHHOTO AOCTyNAa B UH(OPMAIITHOHHO
TeJIeKOMMYHMKALIMOHHBIX CHCTEMAX Y Ype:KIeHust

OcHOBHbIE MEPONPUATUS 110 3aluTe UH(pOpMaIUH OT
HecaHKmoHupoBaHHoro noctyna B UTKC nomkHbl npenycMaTpuBarh CIEAYIOIIEE:

- Ilpumenenue cepTU(PUIMPOBAHHBIX aNNapaTHO-IPOTPAMMHBIX CPEACTB
3anmthl nHGopmanuu oT HCJI.

- Mexanuzmsl 3anmThl 0T HC I 10/KHBI OCYIIECTBISATD 3AIUMTY CUCTEMBI OT
BO3MOHOCTH MOCTOPOHHHUX JIMI[ OCYIIECTBIISITh pabOTy B cUCTEME (MEXaHU3MBbI
uaeHTU(PUKALIMY U ayTeHTUPUKaIK), a Takke noiaydars HCJl k uabopMaImoHHbIM
pecypcam CHUCTEMBbI (MEXaHM3Mbl pa3rpaHUUYEHUs] JOCTyHa B COOTBETCTBUM C
MOJIHOMOYHAMHU cyObekTa). [Ipu peanuzanuu 3TUX MEXaHW3MOB 3allUThI J10JDKHA
UCIIOJIb30BaTbCsl COBOKYITHOCTh OPTaHU3allMOHHBIX, MPOrPaMMHBIX (MApOJiH,
MaTpuIlbl JOCTyNa WU JAp.), anlapaTrHO-IPOTPAMMHBIX U TEXHUYECKHX METOJOB
3aILUTHI.

- 3ammra cuctemMbl oT HCJI nmommkHa oOecrieumBaThCcsl Ha  BCEX
TEXHOJIOTUYECKUX ATanax nepegadu, 00paboTKu U XpaHeHus: uHGOpMaluu U Npu
BCEX PEXHMMax pabOThl CUCTEMBI, B TOM YMCJE NPHU NMPOBEICHUU PEMOHTHBIX U
pernaMeHTHbIX paldoT. [Ipu 3ToM peann3zoBaHHbIE B CUCTEME CPEACTBA 3AIIUTHI OT
HCJl He nomxHbl yXy[liaTb OCHOBHbIE (DYHKIIMOHAJIbHBIE XapaKTEPUCTUKU
CHUCTEMBI.

- 3aunmra cuctembl oT HCJ/[ ¢ moMoupo mporpaMMHbBIX, MPOrpPaMMHO-
anmnapaTHbIX ¥ TEXHUYECKUX METOI0B JOKHA 00ECIIeYnBaTh:

o 3aIUTY TEXHUYECKUX CPEACTB 00pabOTKHMUHGBOPMAIIH;
¢ 3aumTy 0a3 JaHHBIX;
o 3aIUTY CHUCTEMBI yIIPABICHHUS.

- 3ammra ot HCJ[ nomKkHa CTpOUTHCS HA OCHOBE CHCTEMBI Pa3TpPaHUy CHUS
noctyna (CP/l) nmonp3oBareneil Kk cucteMe U €€ MH(MOPMALMOHHBIM PECYPCaM.
OcnoBHbIME QyHKISIMU CP 1 10KHBI ABISATHCS:

® peamzanus npasui pasrpannyenus goctymna (11PJ1)
10JIb30BaTeNe! U UX MPOLECCOB K MHPOPMALIMOHHBIM PeCypcam;

o peammsamusa [IPJ] nmonb3oBarenerr K yCTpOWCTBaM CO3JaHUSI TBEPABIX
KO,
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©) H30JALUsA IIpOoTrpaMM IIPponccca, BhIIOJIHACMOI'O B MHTCpCCax
IIOJIb30BAaTCIIA, OT APYIUX MOJIb30BaTelIe CHUCTCMBI,
©) pcam3anu:i IpaBuI oOMeHa JAaHHBIX MCKAY I1OJIb30BaTCIIMU

CHCTEMBI, IOCTPOEHHBIX MO CETEBBIM IMPUHIUIIAM.

- O0ecneuunBaromnme cpeactsa CPJl 10mKHBI BBITOJIHATH CISTYIOIINE
OCHOBHBIC (DYHKITHH:

o UeHTU(GUKAIMIO U ayTeHTU(UKAINIO TI0JIb30BaTeNei CUCTEMBI U
MO JIJIepKaHUE MPUBSA3KHU K UX MPOIIECCaM, BBITIOJHIEMBIM B UX UHTEpECaXx;

o) pErUCTpAaIIO ACHCTBUM MOJIb30BATEIECH U BHITIOJHIEMBIX B UX
HWHTEpecax IMPOoIECCOB, MPEI0CTABIEHNE BO3MOKHOCTH UCKIFOUECHHS M BKIIFOUCHUS
HOBBIX TMOJIb30BaTeNe U OOBEKTOB JOCTYIA, a TAaKKE M3MEHEHUE ITOJTHOMOUMIA
MOJIL30BATEIICH;

o PEaKIMIO HA MOMBITKA HECAHKIIMOHUPOBAHHOTO JJOCTYTIA
(curHAM3AIMIO, OJIOKMPOBKY H T.]I.), BOCCTAHOBJICHHE MEXaHU3MOB 3aIIUTHI TIOCJIE
HCJ;

o TECTUPOBAHUE;

o OYHCTKY OTIEpaTUBHOM MaMATH U pabouux oOnacTelt Ha
MarHUTHBIX HOCHUTENSX TIOCJIC 3aBEPIICHUS PaOOTHI MOJIb30BATENIS C 3AIIUIIICHHBIMH
JTAHHBIMU,

o) y4YeT BBIXOJIHBIX [TI€YaTHBIX U rpaduueckux Gpopm, a Takxke
TBEPBIX KON B CUCTEME;
O KOHTPOJIb IIEJIOCTHOCTH TPOTPAMMHOM 1 MH()POPMAITMOHHO 9acTH

kak CP]l, Tak u oOGecreynBaronyx €€ CpeiCcTB.

- Ilpaktnueckas peanmsauuss CPJl gomkHa omnpenensitbCs C  y4eTOM
KOHKPETHBIX OCOOEHHOCTEH CUCTEMBI M MOJKET BKJIIOYATh B CEOS CIEMyIOIIHE
CIIOCOOBI M IX COYETAHUS:

o pacnpeneneHHas cuctema pasrpannuenus foctynau CP/L,
JIOKJIM30BAaHHAS B allllapaTHO-MPOTPAMMHOM KOMIUIEKCE CUCTEMBI;

o CP/I B paMkax onepalvoOHHONW CUCTEMbI, CHCTEMbI YIIPaBJICHUS
0a3aMu TaHHBIX WK TPUKIAIHBIX IPOTrPamMM;

o CPJI B cpencTBax pean3alyu CETEBbIX NPOTOKOJIOB
B3aMMO/JICHCTBUS UM HA YPOBHE NPUJIOKEHUI;

o [Iporpammuas u (unm) Texuuyeckas peamuzanus CP/I;

¢ [IporpammHuas U (vm) annaparHas peanu3anus

KpunrTorpaduyeckux GyHKIHH.

B pamkax cuctemsl 3amuthl 0T HCJl HE00X01MMO BHEAPUTH KOMIUIEKCHYIO
CUCTEeMY 3aumThl 0a3 JaHHBIX, COJEpXKAIMX KPUTHUYHYIO K HapyIICHUIO
6e3omnacHoCT HH(GOPMAIHIO.

Jlia co3maHus CUCTEMBI 3aIUTHI HH()OPMAMU OT HECAHKIMOHUPOBAHHOTO
aocTyna B WH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CHCTEMAaX YUpEekICHUSI
HeoOXoauMO pazpaboTaTh CIEAYIONME OPTaHU3AIUOHHO-PACTIOPSAUTEIbHBIC U
HOPMAaTUBHO-TEXHHUYECKUE JOKYMEHTHI:

- [TososxeHue o pa3rpaHuyeHUH MpaB JOCTYNA K UHHOPMAIIMOHHBIM
pecypcam
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- J10JDKHOCTHBIE MHCTPYKITUM aIMUHUACTPATOPOB U COTPYAHHUKOB
0€E30ITaCHOCTH.

5.5. Meponpustus no odecneyeHuI0 6€30MaCHOr0 HH(POPMAa LM OHHOTO
B3aUMO/IECTBUA Y4YpeskIeHUuss C OpPraHu3auMsMH, MHHHUCTEPCTBAMHM U
BeJIOMCTBAMH

K OCHOBHBIM MepONpUATHAM IO OOECHEUEHHIO OE€30MaCHOCTU CETEBOIO
MH(POPMAITMOHHOTO B3aUMOJACUCTBUS YUPEXKICHUS C BHEIIHUMH MOTPEOUTEISIMU,
M0JIb30BATEISIMU U HICTOYHUKAMH UH(POPMAIIUH, OTHOCSITCS:

- IlpenotBpamieHrne  BO3MOXKHOCTH  YTEUKH KOH(UIeHIHATLHOM
uHpopmaimu, oopadarsiBaeMoii B UTKC Yupexaenus, uepe3 BHEIIHIOK CETb.

- O6ecnieuenne 3amuThl pecypcoB MTKC co cTopoHb! BHEIIHEH CETH.

Tak xak pecypcbi UTKC (B wactHocTH - cuctema «[lamaktuka ERPY»),
npenHa3HauYeHHBIE IJIs JOCTYIa M3 BHEIIHEH ceTH (10 KaHajlaM CBS3HU CETel 00111ero
NOJIb30BaHMA), TOJBEPKEHbI arakaM W3 BHEHIHEH OTKPBITOM CEeTH, TO
BEJIOMCTBEHHBIN (3aIIMIICHHBIH, COJIepIKaIIHN KOH(UICHIIUATIbHYIO
uHbOpMAIMIO) U BHEIIHUM (OTKPBITBINA) TpaduKU MOJDKHBI OBITh (PU3MYECKU
pazaenensl - B UTKC He n0mKHO OBITH BBIUMCIUTEIBHBIX CPEACTB (padoumx
CTaHIMI, CEPBEPOB, MEKCETEBBIX HKPAaHOB), KOHLEHTPHUPYIOUMX Ha cebe
OJTHOBPEMEHHO BEITOMCTBEHHBIN 1 BHEIIHUHN TpaduK.

[Ipu opraHuzanuu CeTeBOro B3aUMOJCUCTBUS CJEAYET UCIOJIb30BaTh
CpEACTBA 3AILLUTHI:

- BbiaeneHnsie cpeacTBa MEKCETEBOTO SKPAaHUPOBAHUS (MM MEKCETEBbIE
DKpaHbl), YCTaHABIMBAEMble HAa CTBIKE CeTeH, KOHIIEHTpHUpYIOIIME Ha cebe
MeXCeTeBOM Tpaduk;

- MexaHU3Mbl KOHTPOJISI JOCTyNa K JIOKaIbHBIM M CETEBBIM pecypcam,
Bxosmme B coctaB C3U HCJI, yctanaBimBaeMoii Ha pado4ue CTaHIIMK U CEPBEPBI
NTKC, pemaromue 3amaun GuiabTpamuu BHYTPHCETEBOTO Tpaduka M JOCTyMa K
JOKaJIbHBIM pecypcam;

- AHTUBHPYCHBIE CPE/ICTBA;

- CpencTtBa 0OHapyKeHUSI KOMIIBIOTEPHBIX aTaK.

VYKa3zaHHBIMU CPEICTBAMU 10JHDKHO 00€CTIeYUBAThCS:

- pasrpaHuyveHHe JOCTymna (10 BXOISAILIEMY U HUCXOASIIEMY TpapuKam) Io
anpecam (IP ampecam) M ceTeBbIM MPOTOKOJIAM K XOCTaM BHEIIHCH/BHTYpEHHEH
CeTH;

- TpaHCJSIIHS aAPECOB - BO BHEIIHEH CETH JIOJDKEH OBITh “BUAEH TOJILKO
aZipec KpUNTOMapIIpyTHU3aToOpa, YTO MO3BOJISIET CKPHIBATh CTPYKTYPY BHYTpPEHHEN
cetu (aapeca padounX CTAaHIIUN U CEPBEPOB BHYTPEHHEH CETH);

- 3ammra OT CETEeBBIX arak (BUPYCHI, HIMMOHCKHWE MPOTpaMMbl, aTaKu Ha
0TKa3 B 00CITy)KHBaHUN ),

- ayJuT 10CTyla K pecypcaM BHEUIHEN CETH;

- ayTeHTU(UKALKS yaJeHHbIX MOJIb30BaTeen
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Baxuelimmm ycinoBrueM o0ecriedeHust 3aMIEHHOTO 10CTYIa K BHEITHUM
pecypcam sBIsIeTCS peanu3aius JeMIIMTapU30BaHHO W 30HBI, C IENbI0 (PU3UUECKON
W30JIAIIMU BHYTPUCETEBOTO M BHEIITHETO TpaukoB. [[aHHOE perenre J0DKHO
MO3BOJISITH B3aUMO/I€CTBOBATH MOJIb30BATENISIM BHEIIIHEW CETH TOJBKO C
CEepBEpaMHM BHEIIHETO AOCTYIIA, U IENIaTh HEAOCTYITHBIM JIJII HUX JOCTYIL, PEKIE
BCETr0, K BHYTPEHHHUM CEPBEpaM, a TAKXKe K pad0UurM CTAHITU SIM 3alUIIACMOM
KOPIIOPATUBHOM CETH, TAKE MIPU NPEOJ0JICHUU 3aIUTHI, PEAUTM3YEMOM CPEICTBAMU
MEKCETEBOT0 SKpaHUPOBAHUSL.

5.6. MeponpusiTus o OpraHu3aNUN KPUNTOrpaduyecKkoi 3aUThI
HH(poOpMaLNH

B nensax 3ammtsl KoHQUaeHuuanbHoi nHpopmanuu B AIC Yupexnenus
JOJDKHBI IPUMEHSTHCSI CPEICTBA KPUNITOrpapryecKoi 3aiuThl THPOpMaIUH
(CK31).

K CK3U npenpsaBastorcs crieayrome TpeOOBaHuU

- CK3MU nomkHbI JOMYCKaTh KX BCTPAUBAHUE B TEXHOJIOTUUYECKYIO CXEMY
00pabOTKM ANMEKTPOHHBIX COOOIIICHUH, 00ecTIeunBaTh B3aUMOICHCTBHE C
MIPUKJIQTHBIM IMPOTPAMMHBIM 00€CIIeYeHUEM Ha yPOBHE 00pabOTKH 3aITpOCOB Ha
Kpunrorpaduyeckue npeodpa3zoBaHus ¥ BbIIa41 PE3YJILTATOB;

- CK3U nomkHbI IOCTABIATHCS pa3padOTYMKaMU C ITOJTHBIM KOMILIEKTOM
AKCIUTyaTallMOHHOM IOKYMEHTALIUY, BKJIFOYasi ONUCAHNE KIIFOUEBOU CUCTEMBI,
npaBuiia paboOTHI ¢ HEl, a TakyKe 000CHOBAHUE HEOOXOMMOTO OPraHU3aIMOHHO-
IITAaTHOT'O 00ECIICUCHMUS,

- CK3U nomxHbl ObITh peaIM30BaHbl HA OCHOBE AJITOPUTMOB,
COOTBETCTBYIOIIMX HAIIMOHAIBHBIM cTaHapTaM Poccuiickoit @enepariuu v (Min)
YCJIOBUSIM IOTOBOPOB C KOHTPareHTaMu;

- CK3MU nomKxHBI MMETh CTPOTHH PETIAMEHT UCIIOJIBb30BAHMS KIIFOUEH,
IpEANoJararwIil KOHTPOJIb CO CTOPOHBI IMUHUCTPATOPa OE€30MaCHOCTH 32
JEHCTBUSAMH ITOJIL30BaTEN sl HA BCEX ATanax padoThl ¢ KIIF0YeBOM nH(pOopMaruei
(mosy4eHue KIIF0YEeBOro HOCUTENS, BBOI KITFOUEH, UCIIOIb30BaHUE KITIOUEH U c1aua
KITFOYEBOT'0 HOCUTETIA);

- CK3MU nomxHel 06ecnieynBaTh peaan3aluio Ipoueayp copoca Kitouei B
CIly4yasiX OTCYTCTBUS IITATHOM aKTUBHOCTH MOJIb30BATENE B COOTBETCTBUU C
pEryiaMeHTOM UCIOJIb30BaHUs KITIOUEH;

- CK3U He nomkHbI IpeabsaBisaTh TpeOoBanuii kK 9BM no cneuuanbHOM
IPOBEPKE HA OTCYTCTBUE 3aKJIHBIX YCTPOICTB, ECJIU MHO € HE OTOBOPEHO B
TEXHUYE€CKOM TOKYMEHTALIMH HA KOHKPETHOE CPECTBO 3AILUTHI;

- CK3W He nomwkxHBI TpeOOBATh JOTIOJTHUTEIBHOM 3aAIUTHI OT YTEUKHU T10
MOOOYHBIM KaHAJIaM 3JIEKTPOMArHUTHOTO U3 Ty4ECHHUS.

[Tpu npumenennu CK31 B AVIC JOJDKHBI OJIEP>KUBATHCS
HEMPEPHIBHOCTh MPOIECCOB MpoToKoupoBanus pabotel CK3U u oGecneuyeHus
IIEJIOCTHOCTHU IPOTPaMMHOTO o0ecriedeHus st Becex aneMeHToB AVC.

Nudopmarmonnas 0€301aCHOCTh MPOLIECCOB M3TOTOBJICHUS KIIFOUEBOM
unpopmarun  fokymeHtoB CK3W  gomxna oOecreunBaThCsi KOMILIEKCOM
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TEXHOJIOTUYECKUX, OPraHU3allMOHHBIX, TEXHUYECKUX U NPOTPAMMHBIX MEpP U
CPEICTB 3aILUTHI.

PermamenT reHepaiuu, pacnpeneneHus, XpaHEHUsT W YHUUYTOXKEHUS,
MOAYK3EMIUIIPHOTO yyeTa KpUNTOTrpahuUeCKUX KIIOUel, a TakKe MepUOINYECKUe
OPOBEPKU  BBIMIOJHEHUS MOJb30BATESIMU  TPEOOBAHMN IO XPAaHEHUIO W
dKCIUTyaTalluk KpunTorpadudecKux Kmoder ompenemsercs «MHCTpykimeir 00
OpTaHu3alK U o0ecredeH 0€30MacHOCTH XpaHeHHst, 00pabOoTKH U Tiepeiavyu 1o
KaHalaM CBSI3M C UCIOJb30BAaHUEM CPEJICTB KPUNTOTpapUUEeCKON 3alluThl
UHPOpMAIMK C OTPaHUYEHHBIM JOCTYIIOM, HE COJepXKalled CBEICHUI,
COCTABJISIIOLIMX TFOCYAAapCTBEHHYIO TailHy» OT 13 wumrons 2001 r. Nel52. Jlannas
HNucTpykuus onpenenser enuHbii Ha Tepputopuu Poccuiickoit denepannn mopsaok
OpTaHu3alMu U odecredeHus: 0e301MacHOCTH XpaHeHUs, 00padOTKU U Niepeavyu 1o
KaHaJlaM CBSI3M C UCIOJb30BaHueM cepTuduiupoBanabix CK3U (mmdpoBanbHbIX
CpPEICTB) MOJJISKAIIEH B COOTBETCTBHU C 3aKOHOMATEILCTBOM Poccuiickoit
®deneparnuy 00s3aTeNbHOM 3amUTe HHGOPMAIIMKA C OTPAHUYECHHBIM JIOCTYIIOM, HE
CoJIeprKallel CBEACHUM, COCTABJISIOIIMX 'OCYAapCTBEHHYIO TalHY.

Hcnonp3oBanne CK3U 10mKHO OCYIIECTBIATHCS B ITIOJTHOM CO OTBETCTBUM C
KOHCTPYKTOPCKOM M OIKCIUTyaTalMOHHOM JOKYMEHTALMEN, MPEICTABIAEMON
npousBoaurenem CK3U. Buyrpennnii nopsinok npumenenust CK3M B Yupexnenus
JOJDKEH BKIIFOYATh:

- MOPSAJIOK BBOJIA B ICHCTBUE;

- NOPSIOK IKCIUTyaTallnu;

- MOPSIOK BOCCTAaHOBJICHHS Pa00OTOCTIOCOOHOCTH B  aBapHUHHBIX

- MOPSI0K BHECEHHSI U3MEHEHUIA;

- IOPSTOK CHATHS C IKCIUTyaTalluy;

- MOPSAIOK YITPABJICHUS KIIFOUEBOM CUCTEMOM;

- NOPSIOK 0OpaIleHs C HOCUTEIISIMU KITFOUEBO M MH(POPMAIIHH.

5.7. MeponpusTuss m0 AHTHUBUPYCHOH 3aimuTe HH(OPMALMOHHBIX
pecypcoB YupexaeHus

Lenpro co3anusi CUCTEMbl aHTUBUPYCHOM 3alUThI SIBJSIETCS] 0OeCTIeueHue
3aIUIIEHHOCTH UH()OPMAIIMOHHO-KOMMYHUKAIIMOHHON CUCTEMBI YUPEXKIEHUS OT
BO3/ICVCTBUS Pa3JIMYHOTO pona BPEIOHOCHBIX porpamm 17}
HECAHKIIUOHUPOBAHHBIX MAaCCOBBIX IOYTOBBIX PACCBUIOK, MPEIOTBPAILICHUS HX
BHEIPEHUS B MH(POPMAIIMOHHBIE CHCTEMBI, BHISIBIICHHS M O€30TIaCHOTO yIAICHHS 13
CUCTEM B Ciydae NOMaJaHus, a TakkKe QUIbTPALUU JOCTYIA MOJb30BaTeNeH
YupexaeHus K HenpoAyKTUBHBIM HTEpHET-pecypcaM U KOHTPOJIS UX DJIEKTP OHHOU
MIEPENUCKHU.

OCHOBONOJIATAOIIMMU TPEOOBAHUSAMH K CUCTEME AHTUBUPYCHOM 3aIlUThI
YupexnaeHus aBISIOTCS:

- peleHHe 33Ja4yd aHTUBHPYCHOW 3allMThl JTOJDKHO OCYIIECTBIATHCS B
obmem Buzae. CpeAcTBO 3alMThl HE JOJDKHO OKa3blBaTh IPOTUBOJCHCTBUE
KOHKPETHOMY BHPYCY WM TpYIIIE BHUPYCOB, IPOTUBOJACUCTBHE JOJDKHO
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OKa3bIBaThCs B IPEATIOJIOKEHHUSIX, YTO BUPYC MOXKET ObITh 3aHECEH Ha KOMITBIOTEP U
0 BUpyce (0 ero CTpyKType (B 4aCTHOCTH, CUTHATYyp€) U BO3ZMOIKHBIX JCUCTBUSIX)
HUYEr0 HE U3BECTHO;

- pelleHue 3aJaud aHTUBUPYCHOM 3allUMThl JOJKHO OCYILECTBISITHCS B
pEaIbHOM BPEMEHH.

MeponpusTus, HalpaBJIeHHbIE HA PEILICHNUE 3a/1a4 [10 aHTUBUPYCHO 1 3all|Te:

-  HeoOXOAUMO TPOBOJUTH TMOJUTHUKY, TPEOYIONIyI0 YCTAaHOBKH TOJBKO
JULIEH3UPOBAHHOTO MTPOTPAMMHOTO 00ECTICUEHHUS;

- AHTUBUPYCHBIE IPOTPaAMMHBIE CPEICTBA JOJDKHBI PETYISIPHO OOHOBIBITHCS
Y UCIIOJIb30BaThCA AJISl IPO(PUIAKTUYECKUX TPOBEPOK (3KENIAaTENbHO €KETHEBHBIX);

- HENpepbIBHBIM  KOHTPOJb HAJA  BCEMH  BO3MOXKHBIMU  IyTSIMHU
MPOHUKHOBEHUs1 BpenoHOCHbIX nporpaMmMm B UTKC VYupexneHnus, MOHUTOPHUHT
AHTUBUPYCHOW O0€30MacHOCTH U OOHapyXeHHWE JeCTPYKTUBHOM aKTMBHOCTH
BPEIOHOCHBIX MporpaMm Ha Bcex 00bekTax UTKC;

- ©KEIHEBHbIM aHauM3, paHXUPOBaHHE U MPEAOTBPAILEHUE YIrpo3
pacrpoCTpaHEHUsI U BO3JEUCTBUS BPEIOHOCHBIX NMPOrpaMM IYTEM BbISBIICHUS
ys3BumocTeit ucnosibzyemoro B MTKC nporpammuoro o6ecneuenust OC u ceTeBbIX
YCTPOUCTB M YCTpaHEHUs OOHAPYKEHHBIX 1€(PEKTOB B COOTBETCTBUU C JTAHHBIMU
noctaBiumka [0 u JIpyrux crnenuam3upOBaHHBIX AKCIEPTHBIX AHTUBHPYCHBIX
CITy k0.

- TpoBeaeHHe MPOPUIAKTHYECKUX MEPONPUATUN 10 MPEIOTBPALLCHUIO U
OTPAHWYEHUIO BUPYCHBIX SMUAEMHM, BKIIOYAIOIIMX 3arpy3Ky U pa3BepThIBAHUE
CIEUUANIbHBIX MPaBU HEUTpalu3aluud (OTPAXKEHHUIO, U3OJSLUMU U JIMKBUJAILUH)
BPEAOHOCHBIX MPOTrpaMM Ha OCHOBE PEKOMEHJAMil 1O KOHTPOJIIO aTak,
HOATOTaBIMBAEMBIX Pa3pa00TUYNKOM CPEICTB 3ALMTHI OT BPEIOHOCHBIX IPOTPaMM U
JIPYTUMU CIIEIUATU3UPOBAHHBIMUA AKCIIEPTHBIMU aHTUBUPYCHBIMU CITy>KOaMHu 10
TOTO, KaKk OYJyT BbINMYIIEHbI (hailiibl UCTIpaBICHUMN, TPU3HAKOB U AHTUBHPYCHBIX
CUTHATYP.

- HEo0XOOUMO  TPOBOAUTH  PETYSIPHYIO  MPOBEPKY  LIEIOCTHOCTH
KPUTUYECKU BRXHBIX MPOrpamMM U JaHHbIX. Hanmnuue mummHux ¢aitioB U CjeaoB
HECAaHKLIMOHUPOBAHHOTO BHECEHUS U3MEHEHUI J10JDKHO OBITh 3apEruCTPUPOBAHO B
KYpHaJIE ¥ pacciel0BaHo;

- JIUCKETbI, JUCKH, JUCKOBBIE HAKOMUTEIN TIO00r0 THMA HEU3BECTHOIO
POUCXOKIEHUS CIICTYET IPOBEPSITH HA HATMYUE BUPYCOB 10 UX UCTIOJIb30BAHNUS;

- HEO0OXOAMMO CTPOTO MNPHUAEPKUBATHCS YCTAHOBIEHHBIX MPOLEAYp IO
yBeIOMJIEHHIO O ciydasx nopaxkeHuss AMC KOMNObIOTEpHBIMM BHpyCaMu U
NPUHITUIO MEP MO JIMKBUAIMH TOCJIEICTBUM OT UX MPOHUKHOBEHMS;

- clenyer WMeTh IulaHbl  oOecriedeHus OecriepeOoitHONW  palboThI
OpTaHU3AIMH JJI CITy4aeB BUPYCHOTO 3apaKEHUS, B TOM YHUCJIE IJIaHbI PE3EPBHOIO
KOMTUPOBAHUS BCEX HEOOXOIUMBIX IAHHBIX U MPOTPAMM U UX BOCCTAHOBJICHUS. DTH
Mepbl 0COOEHHO BaKHBI JUJISI CETEBBIX (DAllJIOBBIX CEPBEPOB, MOJIEPKUBAIOLIMX
00JIb11I0€ KOJIMYECTBO pa00YUX CTAHIIUH.

B pamkax co3naHusi CUCTEMbl aHTUBUPYCHOM 3alUThl MH()OPMALMOHHBIX
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pecypcoB YupexaeHus HE00X0AUMO pa3paboTarh CIEAYIOUME OpraHU3aIOHHO-
pacropsiIuTENbHbIE  HOPMATUBHO -TEXHUYECKHUE JOKYMEHTHI:

- [lonosxenue 006 aHTUBHPYCHOM KOHTPOJIE, BKITIOUAsi OTIPEIETICHHE OCHOBHBIX
uened u o0JacTH MPUMEHEHHUs] CUCTEMbl aHTUBUPYCHOM 3allMThI, TPEOOBAHUS K
NEpCOHANTy, CTENEHb OTBETCTBEHHOCTH, CTPYKTYPY U HEOOXOIHMMBIH ypOBEHb
3aIUILIEHHOCTH OT BPEAOHOCHBIX IPOTPaMM, CTATyC U TOJDKHOCTHBIE 00513aHHOCTH
COTPY/JIHHUKOB
JIOJDKHOCTHBIE MHCTPYKIMHU aJIMUHHCTPATOPOB U COTPYAHUKOB O€30MaCHOCTH,
KOTOPBIE JOJKHBI BKJIFOYATh:

o [IopsiIOK YCTAaHOBKHM M HACTPOUKH CPEACTB AHTUBUPYCHOMN
3aIlUTHI;

@ [Topsanok 3KkcITyaralMy CpeicTB aHTUBUPYCHOM 3aIIUTHI, B T.Y.
ooHoBeHue [10, MOHUTOPUHT U yTIPABIICHUE;

o [lopsAnoK 1eUCTBUSA B IEPUOT BUPYCHBIX SIUAEMUN;

o [TopsAnoK 1elCcTBUM IPU BO3HUKHOBEHUY BHEILITaTHBIX CUTYyALUH,
CBSI3aHHBIX C PA00OTOCTIOCOOHOCTHIO CPEICTB AHTUBUPYCHOM 3aILIUTHI;

o [lops oK nercTBUA I YCTPAHEHHUS IO CJICACTBUM 3apAKECHUN.

@ TexHOJIOrn4eCcKrue HHCTPYKIIUU

5.8. Meponpusitusi no OOHAPY:KEHHI0 KOMIBITEPHBIX aTaK Ha
HHPOPMAIHOHHBIE  Pecypchbl M  TeJeKOMMYHUKAIIMOHHBIE  CHCTEMBI
YupexneHus

OcHOBOMOJIAraOIMMU TPEOOBAHUSAMU K CUCTEME 0OHApYKEHUS
KOMITBIOTEPHBIX aTak Ha MH()OPMAIMOHHBIE PECYPCHI U TEIEKOMMYHUKAITUOH HbIE
CUCTEMBI YUPEKICHUS SIBIISIOTCS

- cuctemMa OOHApyXEHUS  KOMIBIOTEPHBIX aTaKk  JOJDKHA  OBITh
cepTuduIMpOBaHa;

- cucTteMa OOHApYKCHHS KOMITBIOTEPHBIX aTak JOJhKHA OBITh CTIOCOOHA
BBISBISITH ~ aTaKW, HANpaBJICHHbIE HAa HApyIIeHWE KOH(UICHIMATLHOCTH,
HEIOCTHOCTH U IOCTYITHOCTH MHPOPMAITMOHHBIX PECYPCOB.

Cuctema oOHapyXeHUS KOMIBIOTEPHBIX aTaKk JIOJDKHA OOecIednBarh
BO3MOYHOCTb BBITIOJTHEHHUS CJICAYIOIINX OCHOBHBIX (DYHKITHIA:

- BBIsBJICHHE UH(DOPMAIIMOHHBIX aTaK Ha MPHKIaHOM ypoBHe cteka T CP/IP
MOCPEICTBOM aHAIM3a MTAKETOB JaHHBIX, nepenaBaembix B UTKC;

- OJIOKMpOBaHME TAKETOB JAHHBIX, HAPYIIAIOMNIMX 33JaHHYI0 TOJUTUKY
0€e30I1acCHOCTH;

- MOHHTOPHHI Tpaduka, MUPKYIUPYIOIIETO HA CETEBOM, TPAHCIIOPTHOM U
MPUKJIATHOM YPOBHAX MOJIEIN B3aUMO,IEHCTBUS OTKPBITBIX CUCTEM;

- BBISIBJICHHE aHOMAJIMI CETEeBOTO TpaduKa;

- OIIOBEIICHHE aIMHUHHCTpaTopa 0€30macHOCTH 00 0OHAPYKEHHBIX aTaKkax
WA aHOMAJTUSIX CETEBOTo Tpaduka.

59. MeponpusiTusi 10 COBEPHIEHCTBOBAHHI) OPraHU3aIUOHHO-
INTATHOM CTPYKTYpPbl MOApa3iejleHMii, OTBe4yalUMX 3a olecnevyeHue
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HH(OPMALMOHHO 0€30I1ACHOCTH YYpesKIeHHus

OCHOBHBIE MEPOTIPUATHS 10 COBEPILIEHCTBOBAHUIO O PraHNU3alIMOHHO IIITATHOM
CTPYKTYPBI IOpa3 1eJIeHUM 3alUThl HH()OPMAIUK:

- OCHAILEHWE NPOTrPAMMHO-TEXHHUYECKUMH CPEICTBAMH JJIsi NPOBEIACHUS
KOHTpOJIsI cocTosiHusA Vb B YupexneHus

- TpOBeJEHHE MEPOTIPHUATHI 110 NOBBIILEHUIO KBATM(UKAIIMHA COTPYTHUKOB.

5.10. MeponpusiTus 0 NOBBIMIEHUI0 KBAJTH(PUKAIUN CIIENAINCTOB B
00J1acTH 3a1IIUTHI HHpOpMaUU

[lonroToBKa ® TEPEMOArOTOBKA TOJB30BaTENC U CIEHUAIMCTOB
Yupexnenus mo 3ammrte uHGoOpMaIyu TpeOyeT CO3JaHHe CHCTEMBI TOBBIIICHUS
YPOBHSI TEXHUYECKOW TPaMOTHOCTH M HH(OPMHUPOBAHHOCTU TMOJIL30BATENEH B
o6s1acTi THPOPMAIIMOHHOM 0€30MMaCHOCTH, a TAK)KE TIEPETOATOTOBKH CIICITHATMCTOB
1o 3anmre nHpopmanuu. J{ist 3Toro HeoOX0IUMO PETYIISIPHO MTPOBOAUTH TPEHUHTH
JUI TIEPCOHAJIA U KOHTPOJIb TOTOBHOCTH HOBBIX COTPYIHUKOB IO NMPHUMEHEHHIO
npaBuil HMHOOPMAIMOHHOM 3alllUTHI, a TaKKe TMEePUOJIUYECKA OCYIIECTBISATH
NEepPEenoArOTOBKY CIEIUAIMCTOB MOApa3esieHnii 3amuTbhl nHPopMarmu. OcoOeHHO
B2)XHO TPOBOJIUTH TPEHUHTU NMPU U3MEHEHHH KOH(HUTyparmu WHPOPMAIUOHHON
CUCTEMBI (BHEIPEHUHM HOBBIX TEXHOJIOTHH M TPUKIAJTHBIX aBTOMATU3UPOBAHHBIX
CUCTEM, CMEHBI 000PYI0BaHMUs, OTIEPAIIMOHHON CUCTEMBI, KJIFOUEBBIX MPUIIOKEHHH,
NPUHATAN HOBBIX IPABWJI WJIM MHCTPYKIIMA U T.11.)

5.11. MeponpusiTusi 10 BHYTPEHHeMY ayauTy HWH(OPMAIHOHHBIX
cHcTeM Y4YpexKIeHus:

BryTpenamnit aynut nHGOPMAIMOHHBIX CUCTEM YUPEKICHUS TPOU3BOIUTCS
COTPYIHHUKAMH, OTBETCTBEHHBIMU 32 HMHPOPMAIMOHHYIO 0€30MacHOCTh, IO
pPacMoOpsDKEHUI0 PYKOBOAUTENS YupexaeHus. Cpoku M PpEeXuUM POBEACHUA
BHYTPEHHETO ayIUTa YCTAHABIMBAIOTCS PYKOBOAUTENEM YUpPEKICHHUS.

[lenbr0 BHYTPEHHETO ayIUTa SIBIISIETCS OTICHKA TEKYIIETO COCTOSHUS CHCTEMBI
nHdopmarmmonHot 6e3omacHoctd U TKC, paspaboTka wim — akTyanu3aius
OPTaHM3AIMOHHBIX U TEXHUYECKUX TpeOOBaHMW K CHCTEME HH()OPMALUOHHON
06e30macHOCTH YUpexKIeHus, TPOTHO3UPOBAHKE HA OCHOBE 3TOTO TPEOYEMBIX 3aTpar
Ha €€ MoJep>KaHre U MOJICPHU3AITHIO.

TpeboBanus k cucteme HHPOPMAITMOHHOM 0€30TTaCHOCTH pa3pabaTbIBatOTCs
Ha OCHOBE aHaIM3a CYILECTBYIOIINUX yrpo3 MH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHO W CHUCTEMBI, UIEHTU(DUKALIUU CYILIECTBYIOIINX
YSI3BUMOCTEH M OTIEHKH BETMYMHBI BO3MOYKHOTO yIiepoa.

PesynmpTaThl ayauTa JOJDKHBI COJEpKaTh OTYETHI 1O  00ECIEeYEHUIO
0e30MmacHOCTH HMH(DOPMALMOHHOM CHCTEMbl MOJpa3/IeJCHUs B LEIOM WiId €€
JOTUYECKMX KOMIOHEHTOB. OmucaHus, BbISIBICHHbIE (PAKThI M PEKOMEHIAIIWH,
MOJTyYCHHbIE B XOJI€ TMPOBEICHUS ayauTa, JOJDKHBI OBITh HCIOJB30BAHBI JIJIs
JabHEUIIeH OLEHKU 3alllUIIEHHOCTH MH()OPMAITMOHHOM CUCTEMBI.

AyIuT TpPOBOJSTCS HE3aBUCUMO OT COTPYAHMKOB, OTBETCTBEHHBIX 3a
(GbyHKIIMOHUPOBaHKE 00ITIeH CHUCTEMBI TToAAep Kk, HeoOxoaumbie TpoBEpKU MOTYT
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OBITH OCYITIECTBIICHBI KaK U3HYTPH, TaK U U3BHE MH(HOPMAITMOHHOMN CUCTEMBI.

KoMmIiekcHBIE mTpoBepkH Mep 10 0O0eCTCUCHHI0 HH(POPMAITMOHHOM
0€301acHOCTH MPOBOJIATCS HE PEXE OAHOTO paza B roja. OTIesbHBIE POBEPKU
CHCTEM Ha TIOTCHIIMAIbHBIC TIOBPEXKICHUS OCYIIECTBISIIOTCS C TIEPHUOIUIHOCTBIO,
HEOOXOAMMOM i1 TOAJAEpX aHus TpeOyeMoro ypOBHS  OIEPATHBHOCTU
CTaTUCTUYCCKUX JTAHHBIX.



